
1
Scientific Journal of Applied Social and Clinical Science ISSN 2764-2216 DOI https://doi.org/10.22533/at.ed.216542520023

v. 5, n. 4, 2025

All content in this magazine is 
licensed under a Creative Com-
mons Attribution License. Attri-
bution-Non-Commercial-Non-
Derivatives 4.0 International (CC 
BY-NC-ND 4.0).

Scientific
Journal of

Applied 
Social and 
Clinical 
Science
Acceptance date: 26/02/2025

IOT FORENSIC 
PROCEDURE 
FOR FORENSIC 
LABORATORIES OF THE 
COLOMBIAN NATIONAL 
POLICE

Diego Mauricio Negro Lozano
School of Information and Communication 
Technologies Tc. Jorge Luis Mauledoux
ORCID: 0009-0008-7738-6649

Sandra Milena Guzmán Bejarano
School of Information and Communication 
Technologies Tc. Jorge Luis Mauledoux
ORCID: 0009-004-3262-5141

Jorge Hernando Ruíz Otálora
Researcher in Science, Technology and 
Innovation
ORCID: 0000-0003-2214-3558



2
Scientific Journal of Applied Social and Clinical Science ISSN 2764-2216 DOI https://doi.org/10.22533/at.ed.216542520023

Abstract: Research on IoT forensic procedu-
res contributes to the development of cyber-
security practices globally. This descriptive-
-propositional study, focused on the creation 
of a forensic procedure for IoT aimed at fo-
rensic investigators of the National Police of 
Colombia, was divided into 2 research phases, 
Phase I related to the analysis of scientific evi-
dence found in databases using the PRISMA 
method and Phase II concerning the standar-
dized proposal. The results indicate that the 
creation of a procedure within the Colombian 
National Police is a complex procedure that 
requires careful consideration of a variety of 
institutional parameters, among which are: 
alignment with the mission and vision of the 
institution, compliance with legal regulations, 
compatibility with institutional policies, ope-
rational feasibility, inter-institutional partici-
pation, and continuous improvement. These 
provide the guarantee that the procedure is 
not only effective in practice, but also fully 
in line with the objectives and values of the 
Colombian National Police. It is important to 
note that the proper acquisition of persistent, 
volatile, network packet and smartcard data is 
critical in the investigation of adverse securi-
ty events associated with dIoT in Colombia, 
following the procedures detailed above can 
ensure that digital evidence is collected and 
preserved in a manner that is admissible and 
useful in legal proceedings, while respecting 
relevant legal and ethical considerations.
Keywords: Forensic laboratory, Internet of 
things, cybersecurity, digital evidence.

INTRODUCTION
The “internet of things (IoT)” is based on 

the interconnection of physical devices throu-
gh the internet, allowing them to collect and 
manage data, these devices can cover a “wide 
range of everyday objects”, from household 
appliances, vehicles to health devices and 
industrial equipment. The central idea is to 
establish a connection between these smart 
objects enabling communication and with 
central systems to collect, process and act on 
the data generated (Madakam et al., 2015; 
Tran-Dang et al., 2020) .

Among the fundamental characteristics of 
the IoT is Connectivity, since “IoT (dIoT) devi-
ces” are made up of actuators, sensors and tech-
nological connectivity systems (such as Wi-Fi, 
Bluetooth, Zigbee, etc.) to facilitate communi-
cation (Mouha, 2021; Lombardi et al., 2021) 
. Sensors are in charge of compiling informa-
tion from the environment, such as: humidity, 
temperature, location, etc. While actuators are 
responsible for devices to perform physical ac-
tions in response to the collected information 
(Qureshi et al., 2022) . As opposed to “Machi-
ne-to-Machine Communication (M2M)”, dIoTs 
relate directly to each other, without human 
intervention, allowing process automation. As 
for the Cloud, data that are compiled by devices 
are often transmitted to the cloud for centrali-
zed storage, processing and analysis (Verma et 
al., 2016; Kumar and Kumar, 2022; Ponis and 
Efthymiou, 2020) 

However, the analysis of information in 
real time or later allows obtaining valuable 
information for decision making. Devices can 
perform actions automatically based on the 
information received, improving efficiency 
and response to changes in the environment 
(Matarrese, 2020; Sarker, 2021) . Examples 
of IoT applications include; connected he-
alth systems, smart thermostats, industrial 
monitoring systems, autonomous vehicles, 
smart cities and more. As the IoT continues 
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to evolve, additional developments are expec-
ted for improved efficiency, connectivity and 
security of interconnected devices (Sharma 
et al., 2019; Sahu et al., 2020). IoT is used in 
different sectors such as: healthcare, agricul-
ture, industry, smart home, connected vehi-
cles, logistics, among others, security in IoT is 
crucial to protect the integrity as well as con-
fidentiality of information, to prevent attacks 
on users’ privacy (Gubbi et al., 2013; Chanal 
and Kakkasageri, 2020) . 

Forensic processes in the “Internet of Things 
(IoT)” refers to the application of digital foren-
sic techniques and procedures to investigate 
dIoT-related incidents; given that dIoTs are 
connected to the internet network and collect 
a large amount of data, it is crucial to carry out 
proper forensic procedures to collect, preserve 
and analyze evidence in a way that is acceptable 
in a court of law (Stoyanova et al., 2020; Rani 
and Gill, 2020) . Accordingly, research presents 
itself as a critical need in the current context, 
where networked dIoT has generated a new 
dimension of challenges concerning security 
and privacy. IoT, by integrating physical devi-
ces with communication capabilities, has sig-
nificantly expanded the attack surface, creating 
an enabling scenario for cyber incidents and 
malicious activities (Djenna et al., 2021; Pasdar 
et al.,2024) . Similarly, the number of dIoT in 
homes, businesses and critical infrastructures, 
which have evidenced exponential growth, 
this proliferation intensifies the complexity 
of cybersecurity, making it essential to deve-
lop specific forensic procedures to address the 
unique challenges present in this environment 
(Ahmad and Zhang, 2021) . On the other hand, 
threats specifically targeting dIoT, such as: “de-
nial of service attacks”, data manipulation and 
remote takeover, require specialized forensic 
approaches. Investigating and understanding 
these threats will enable the development of 
more effective response and prevention strate-
gies (Salim et al., 2020; Parra de Gallo, 2022).

Thus, the information collected by dIoTs 
often includes sensitive and private data. Se-
curity incidents can expose consumer privacy 
and erode confidence in the widespread adop-
tion of these technologies (Rashid et al., 2024; 
Babun et al., 2021) . Forensics can help miti-
gate these risks and strengthen confidence in 
IoT adoption. Similarly, the diversity of dIoT, 
its architectures and communication proce-
dures pose significant challenges in the collec-
tion and preservation of forensic evidence, in-
vestigating specific methods and procedures 
to handle this complexity will ensure the in-
tegrity and admissibility of evidence in a legal 
environment (Abiodun et al., 2022; Vaghela et 
al., 2024) . As the use of IoT becomes an inte-
gral part of society, the lack of specific forensic 
regulations and standards for this area creates 
a gap that must be addressed (Parra-Sánchez 
et al., 2021)

Accordingly, there is currently no forensic 
procedure in IoT that contributes to the inves-
tigative processes contributing to the admi-
nistration of justice in Colombia, is therefore 
posed as a question: What parameters should 
be taken into account in a forensic procedure 
for IoT aimed at investigators of the National 
Police of Colombia (PNC)?

Research in IoT forensic procedures will 
contribute to the development of cybersecu-
rity practices globally, as collaboration and 
exchange of knowledge in this area are es-
sential for building a secure and resilient in-
frastructure in the IoT landscape. The present 
descriptive-propositional study is made up of 
2 research phases, Phase I related to the analy-
sis of the scientific evidence found in databa-
ses through the PRISMA method and Phase 
II regarding the standardized proposal, whi-
ch fulfilled the main focus of the research on 
creating a forensic procedure for IoT aimed at 
PNC investigators, to strengthen the expert 
analysis. Likewise, the particularities of the 
most common dIoT used in Colombia were 
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analyzed, considering their diversity and the 
frequency of their adoption, in order to iden-
tify those objects on which relevant infor-
mation is extracted in forensic processes, the 
identification of the institutional parameters 
for the creation of a procedure in the National 
Police (PN), The definition of the components 
of a procedure that addresses the specific chal-
lenges related to the collection, preservation 
and analysis of evidence in cases of dIoT se-
curity incidents in the Colombian context, in 
order to ensure an adequate analysis process. 

MATERIALS AND METHODS

TYPE OF STUDY 
The present research was based on the the-

ories and studies presented by Parra, (2022) 
and Balanta et al., (2021).  The qualitative, des-
criptive and propositional approach is suitab-
le for this research, as it allows to explore and 
understand in depth the forensic procedures 
in IoT from the perspective of PNC investi-
gators, this approach focuses on non-nume-
rical data collection and analysis of complex 
phenomena, providing a detailed view on the 
approach analyzed (Balanta et al., 2021; Parra 
de Gallo, 2022).

METHODOLOGY

PHASE I: ANALYSIS OF SCIENTIFIC 
EVIDENCE 
Using the “Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses, PRIS-
MA” method, detailed data on IoT forensic 
procedures are collected, which required the 
establishment of a search equation:

•	 (Internet of things) AND (forensic labo-
ratory) AND (police) AND (forensic)

Data analysis is presented according to the 
distribution of information over time and ge-
ographic distribution, using Scopus, Science 
Direct and Google academic search engine da-

tabases. Relevant data were analyzed, identi-
fied in patterns, categories and key concepts 
that emerge from the information collected.

The inclusion precepts applied include the 
following:

•	 Empirical and retrospective documents 
are included in this research.

•	 Descriptive documents are included 
but based on the proposal of a forensic 
procedure for IoT aimed at PNC inves-
tigators, to strengthen the expert analy-
sis or related topics that serve as a basis 
for the investigation.

•	 Papers published in the last 7 years of 
scientific research are included. 

•	 Free access documents are included.

•	 The exclusion precepts include:

•	 Standard or theoretical documents are 
excluded.

•	 Papers focused on the use of IoT in 
other research areas.

•	 Paid access documents

•	 Documents with more than 7 years of 
scientific research.

PHASE II: DEVELOPMENT AND 
VALIDATION OF A STANDARDIZED 
PROPOSAL

Information processing 
The documents selected for documentary 

analysis were carried out through preliminary 
reading and analysis to obtain a general un-
derstanding of the content and identify recur-
ring themes and patterns. This was followed 
by the application of open coding of the in-
formation to identify emerging categories and 
subcategories. This process involved breaking 
down the data into meaningful units and la-
beling them with descriptive codes. The third 
processing step involved axial coding, where 
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the categories and subcategories identified 
in the open coding were related, establishing 
connections between them to form a coherent 
scheme of IoT forensic procedures. The four-
th step considered the application of selecti-
ve coding, which integrates and redefines the 
categories and subcategories, selecting tho-
se that are most relevant and representative 
for the study. Emerging models and theories 
describing IoT forensic procedures are cons-
tructed. Finally, the interpretation of results 
and their presentation were organized in an 
understandable and accessible format, using 
diagrams that explain IoT forensic procedu-
res and highlight the practical and theoretical 
scope of the findings.

Validation of the documentary 
information and of the tool through 
expert judgement
The expert judgment tool (Abellán, 2021) 

was evaluated by the following experts:
1. PhD. Msc. Information Systems. Jonh 

Roberth Correa.

2. Msc. Information Security. Jhon Felix 
Rivera Gutierrez 

3. Msc. Technology and Informatics. Fa-
bian Giovanni Gonzalez Robayo.

4. Msc. ICT Security. Jhon Alberto Talero 
Patarroyo.

On the usefulness and analysis of areas of 
knowledge applied in the tool, which has 4 
specific aspects of relevance and analysis:

•	 Persistent Data Acquisition (PDA)

•	 Volatile Data Acquisition (VDA)

•	 Acquisition of Network Packages (APR)

•	 Smartcard Data Acquisition (ADS)

RESULTS

PHASE I: ANALYSIS OF THE LINE OF 
RESEARCH 
The meta-analysis reports an increase in 

the line of research from 2021 to 2024, with 
2023 being the year that reports the majori-
ty of scientific records in the Scopus database 
(Figure 1).

Figure 2 shows that the countries with the 
greatest interest in the scientific production 
of IoT application are China, India and the 
United States, with records of 1957, 1316 and 
1000, respectively.

Summary of the PRISMA Method
The present phase of information gathe-

ring used for the creation of a forensic proce-
dure for IoT aimed at PNC investigators, for 
the strengthening of expert analysis, compiled 
a total of 170 documents of which 62 scientific 
documents that were available in duplicate or 
by critical reading were eliminated, of which 
108 were subjected to a screening phase, for 
the selection of 42 documents that were as-
sessed by choice criteria. A total of 15 papers 
were included in the present research, of whi-
ch 2 papers were outside the range of scientific 
production (2018-2024), but were included by 
criteria of research approach as it provides re-
levant information for the study.

Analysis of the particularities of the 
most common dIoTs in Colombia
The Internet of Things (IoT) has gained a 

prominent place in everyday life and in the 
industrial area of Colombia, the growing use 
of dIoT in sectors such as health, agriculture, 
urban management and security has genera-
ted a growing need for specialized forensic 
procedures to extract relevant information 
from these devices in the context of criminal 
investigations (Ahmed et al., 2024; Montasari 
et al., 2020) . This section proposes to analyze 
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Figure .1 Distribution by years of scientific research of the IoT line. 
Source: Meta-analysis taken from Scopus. 

Figure .2 Geographical distribution of the scientific production of the IoT research line.
Source: Meta-analysis taken from Scopus. 

Figure .3 Diagram of inclusion using the PRISMA Declaration model.
Source: model taken from (Page et al., 2021; Ciapponi, 2021).
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the particularities of the most common dIoTs 
used in Colombia, considering their diversity 
and frequency of adoption, to identify those 
objects on which relevant information is ex-
tracted in forensic processes (Balanta et al., 
2021; Farfan Chiun, 2024) .

DIVERSITY AND FREQUENCY OF 
DIOT ADOPTION IN COLOMBIA

CATEGORIES OF DIOT
In Colombia, dIoT can be classified into se-

veral categories according to their application 
and use, these categories include, among others, 
smart home devices, health devices, environ-
mental monitoring devices, smart agriculture 
devices, and urban infrastructure management 
devices. Smart home devices are increasingly 
common in Colombian homes, these devices 
include smart thermostats, security systems, 
surveillance cameras, smart lights, voice assis-
tants such as Amazon Echo and Google Home, 
and connected home appliances, the adoption 
of these devices has grown due to their abili-
ty to improve comfort, energy efficiency and 
home security (Gómez Mendoza, 2024) .

In healthcare, dIoTs play a crucial role in 
patient monitoring and medical data mana-
gement, among the most common devices 
are glucose monitors, physical activity wris-
tbands, vital signs sensors, and connected me-
dical equipment such as defibrillators and pa-
cemakers, these devices allow continuous and 
real-time monitoring of patients’ health, whi-
ch improve the quality of medical care (Ro-
driguez et al., 2023) . Environmental monito-
ring devices are essential for “natural resource 
management and environmental protection in 
Colombia”; air quality sensors, smart weather 
stations, and water monitoring devices are 
some examples, these devices collect crucial 
environmental data that help make decisions 
on resource management and environmental 
risk mitigation (Saucedo & Regalado, 2024) .

Agriculture in Colombia has adopted dIoT 
to improve productivity and sustainability, 
soil moisture sensors, automated irrigation 
systems, agricultural drones, and crop moni-
toring sensors are common tools that allow 
farmers to better manage resource use and 
improve crop yields (Aceros, 2020) . In Co-
lombian cities, dIoTs are used to manage ur-
ban infrastructures and services efficiently, 
this includes “traffic management systems”, 
smart public lighting, garbage sensors, and 
connected public transportation systems, the-
se devices help improve the state of citizens’ 
quality of life and optimize the management 
of urban resources (Perez, 2022) .

The frequency of dIoT adoption in Colom-
bia varies by category and region, a study con-
ducted by the “Ministerio de Tecnologías de la 
Información y las Comunicaciones (MinTIC)” 
in 2016 revealed that smart home devices and 
health devices are the most adopted in ur-
ban areas, while smart agriculture devices are 
more common in rural areas. Environmental 
monitoring and urban infrastructure mana-
gement devices are widely used in cities such 
as: Medellin, Bogota and Cali (Ministerio de 
Tecnologia e Informacion, 2016).

PARTICULARITIES OF THE DIOTS
Smart home devices present several particu-

larities that make them relevant in the forensic 
context, these devices are designed to interact 
with each other and with the user through a 
home network and a central platform, such as a 
voice assistant or a mobile application, relevant 
information that can be extracted from these 
devices include activity logs, voice commands, 
video recordings and energy usage data. Ex-
tracting information from smart home devices 
presents unique challenges due to the diversity 
of manufacturers and “lack of standardization 
in communication protocols” and data storage, 
and security and privacy are important concer-
ns as these devices store sensitive data about 
users’ daily lives.
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IoT health devices collect and transmit sen-
sitive and critical medical data, these devices 
are often equipped with advanced sensors that 
measure a variety of health parameters, rele-
vant information in the forensic context may 
include vital sign records, medical records and 
physical activity data. The main particularity 
of health devices is the requirement to provide 
assurance on aspects such as: the integrity and 
confidentiality of medical information, foren-
sic investigators must comply with strict data 
protection regulations, such as “Law 1581 of 
2012 in Colombia”, which regulates the han-
dling of personal data, interoperability and 
information security are critical aspects that 
must be addressed during forensic analysis.

IoT environmental monitoring devices col-
lect data on environmental conditions such as 
air quality, temperature, humidity and pollu-
tion levels, these devices are crucial for envi-
ronmental risk management and urban plan-
ning. The particularity of these devices lies in 
the large amount of data they generate and 
the need to contextualize this data in terms of 
location and time, forensic investigators must 
be able to correlate environmental data with 
specific events to provide conclusive evidence.

Smart farming devices are designed to op-
timize resource use and improve agricultural 
productivity; relevant information in the fo-
rensic context may include data on water use, 
fertilization, and crop conditions. The main 
particularity of these devices is the variabili-
ty of the environments in which they operate 
and the need to adapt forensic procedures to 
different types of crops and farming practices, 
and connectivity in rural areas can be limited, 
posing additional challenges for data collec-
tion.

IoT urban infrastructure management de-
vices are used to optimize the management of 
urban services such as traffic, street lighting 
and garbage collection, relevant information 
may include traffic data, energy usage patter-

ns and maintenance records. The particularity 
of these devices is the need to manage large 
volumes of information in real time and to 
ensure the accuracy and reliability of the data 
collected, forensic investigators must be able 
to analyze and correlate this data to identify 
animals or patterns that are relevant to an in-
vestigation.

FORENSIC PROCEDURES FOR DIOT
Collecting dIoT information requires 

the use of specialized tools and techniques 
to access and extract data without having to 
compromise data integrity, which may inclu-
de capturing network traffic, extracting data 
from memory, and accessing internal device 
databases.

Forensic dIoT data analysis involves pat-
tern detection, event correlation and activity 
reconstruction, investigators must be able to 
interpret the data in the context of the device 
and its specific application.

The presentation of results in an IoT fo-
rensic investigation must be clear and unders-
tandable, providing a coherent narrative that 
explains how the information is compiled and 
analyzed and what conclusions are derived 
from this analysis.

Institutional parameters for the creation 
of a procedure in the National Police, 
so that the procedure is aligned with 
institutional policies.
The creation of specific procedures within 

institutions such as the PNC requires a care-
ful approach that considers both existing ins-
titutional policies and operational and legal 
needs, this process not only ensures that the 
new procedures are aligned with institutional 
objectives and strategies, but also guarantees 
that the regulations and ethical standards go-
verning police activities are respected.
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REGULATORY AND POLITICAL 
FRAMEWORK OF THE P NC

INSTITUTIONAL MISSION AND 
VISION
The mission and vision of the PNC are fun-

damental for the definition of any procedure 
within the institution, the mission of the PN 
is to guarantee “the necessary conditions for the 
exercise of public rights and liberties, as well as 
for the peaceful coexistence of all inhabitants of 
the national territory”. For its part, the vision 
projects the Police as a modern, efficient and 
highly professional organization, recognized 
for its contribution to the improvement of se-
curity and justice in the country.

These strategic guidelines provide a general 
framework for the creation of procedures, en-
suring that they contribute to the fulfillment 
of the institutional mission and are oriented 
towards the long-term vision of the PN. Any 
new procedures must therefore be evaluated 
in terms of their ability to improve the securi-
ty of the population, protect human rights and 
enhance the efficiency and professionalism of 
the institution.

STANDARDS AND OPERATING 
GUIDELINES
The PNC operates under a set of regula-

tions and guidelines that guide its daily acti-
vities, these regulations include laws, decrees, 
resolutions, manuals and other normative 
documents that establish how police activi-
ties should be carried out: therefore, for the 
creation of a new procedure, it is essential to 
review and understand these normative docu-
ments to ensure that the new procedure does 
not conflict with existing regulations.

Law 62 of 1993
Law 62 of 1993” is one of the most impor-

tant regulations governing the organization 
and functioning of the PN, this law establishes 
the legal basis for the structure, functions and 
competencies of the Police; any new procedu-
res must be in line with this law, ensuring that 
they respect the hierarchy, responsibilities and 
processes established therein.

National Code of Police and Coexistence
The “National Code of Police and Coexis-

tence (Law 1801 of 2016)” is another crucial 
regulatory framework, this code establishes 
the rules governing the actions of the Police 
in matters of coexistence and citizen securi-
ty; a new procedure must be aligned with the 
provisions of this code, especially with regard 
to the defense of citizens’ rights and the pro-
motion of peaceful coexistence.

Ethics and Transparency Policy
The ethics and transparency policy is one 

of the most important within the National Po-
lice. This policy emphasizes the importance of 
acting with integrity, responsibility and trans-
parency in all police actions.

Innovation and Technology Policy
The innovation and technology policy em-

phasizes the need to modernize and adapt 
police procedures to technological advances 
and international best practices; any new pro-
cedures must consider the use of advanced te-
chnology and innovative tools to improve the 
efficiency and effectiveness of police activities.
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IDENTIFICATION OF KEY 
INSTITUTIONAL PARAMETERS

Alignment with Mission and Vision
One of the most important institutional 

parameters is the alignment of the new pro-
cedure with the mission and vision of the PN, 
this means that the procedure must be de-
signed to contribute to security and peaceful 
coexistence in Colombia, and to strengthen 
the professionalism and effectiveness of the 
institution, it is crucial that the procedure be 
evaluated in terms of its ability to support the-
se strategic objectives.

Procedure Creation Process

•	 Preliminary analysis
The first step in creating the procedure is to 

conduct a preliminary analysis that identifies 
operational needs and gaps in existing proce-
dures. This analysis should involve a review of 
current regulations, institutional policies and 
international best practices, and should inclu-
de consultations with police personnel and 
other relevant stakeholders to identify key 
areas that the procedure should address.

•	 Design of the procedure
Once the preliminary analysis has been 

carried out, the procedure is designed. This 
design must be detailed and specific, inclu-
ding all the necessary steps for its implemen-
tation; it is important that the design of the 
procedure be clear and understandable, with 
specific guidelines on how to carry out each of 
the tasks involved.

PHASE II: STANDARDIZED PRO-
POSAL ON THE COMPONENTS OF 
A PROCEDURE THAT ADDRESSES 
THE SPECIFIC CHALLENGES RELA-
TED TO THE COLLECTION, PRESER-
VATION AND ANALYSIS OF EVIDEN-
CE IN CASES OF DIOT SECURITY 
INCIDENTS IN THE COLOMBIAN 
CONTEXT
The exponential growth of IoT has trans-

formed different sectors in Colombia, from 
the smart home to industry and critical infras-
tructure. However, this technological advan-
cement has also generated new security and 
cybercrime challenges. The correct collection, 
storage and analysis of digital evidence is es-
sential to investigate and resolve IoT-related 
security incidents,

This procedure provides detailed guidance 
for the acquisition of different types of data in 
the context of dIoT security incidents in Co-
lombia. The data types covered include: ADP, 
ADV, APR, ADS. Each section describes the 
steps necessary to ensure the integrity and va-
lidity of the digital evidence, following inter-
national best practices and legal regulations 
applicable in Colombia.

Objectives of the standardized proposal

•	 Standardize the digital evidence col-
lection process in dIoT-related security 
incidents.

•	 Ensure the integrity and authenticity 
of evidence using appropriate methods 
and tools.

•	 Comply with legal regulations and in-
ternational standards, ensuring that 
evidence is admissible in legal procee-
dings in Colombia.

•	 Facilitate effective analysis of evidence 
to identify the root cause of the inci-
dent and support mitigation and pre-
vention of future similar events.
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GENERAL CONSIDERATIONS OF 
THE STANDARDIZED PROPOSAL
Before starting any data acquisition pro-

cess, the following considerations should be 
taken into account:

•	 Legal Authorization: Ensure that you 
have the necessary legal authoriza-
tions, such as court orders or consents, 
as appropriate and in accordance with 
current Colombian legislation, inclu-
ding “Law 1273 of 2009 on computer 
crimes and the protection of personal 
data under Law 1581 of 2012”.

•	 Preservation of Evidence: Ensure that 
digital evidence is collected and stored 
in a way that preserves its integrity, 
avoiding any alteration or contamina-
tion of the data.

•	 Detailed Documentation: Compi-
le step-by-step documentation of the 
procurement process, including: “date, 
time, location, personnel involved, tools 
used” and any relevant observations. 
This is essential to maintain a strong 
chain of custody.

•	 Selection of Appropriate Tools: Use 
recognized and validated forensic tools 
that are appropriate for the type of data 
and devices involved.

•	 Personnel Security: Ensure that pro-
curement personnel are trained and 
take the necessary precautions to pro-
tect themselves and prevent damage to 
devices or loss of data.

•	 Minimize System Disruption: Con-
duct procurement in a manner that 
minimizes any impact on the normal 
operation of the devices and systems 
involved.

DISCUSSIONS
The inclusion of IoT in Colombia has been 

a growing phenomenon in recent years, whi-
ch has influenced the need to update various 
sectors, where devices are commonly used for 
the management, monitoring and control of 
procedures. The analysis carried out discusses 
the relationship of IoT devices in forensic pro-
cedures, which have been taken into account 
for the creation of the standardized proposal, 
validated from the expert judgment tool.

Research indicates that these devices allow 
remote activation of alarm systems, enabling 
the transmission of important data associa-
ted with security events, such as intrusion 
attempts or suspicious activities in real time 
(Zona-Ortiz et al., 2020; Sharma et al., 2019). 
The data provided by IoT devices include in-
formation regarding location, time and se-
curity-related events, which are key for the 
collection of digital evidence during forensic 
investigations. It is relevant to indicate that 
the safeguarding of data, as well as the chain 
of custody, are “key aspects that must be con-
sidered in the process to ensure the validity of 
the information” (Aldana and Buitrago, 2023; 
Alonso, 2022; Ramirez, 2019).

Amador et al., (2018) suggests that the 
application of dIoT, presents challenges asso-
ciated with the privacy of the information, as 
well as the protection of the compiled infor-
mation, which evidences the requirement that 
regulations or regulatory frameworks that 
indicate clear objectives of its use and appli-
cation during forensic investigations be esta-
blished (Amador Arévalo et al., 2018) . In par-
ticular, the monitoring of the data generated 
and the sensor devices support the authorities 
in the process of investigating tax evasion, cri-
mes and financial fraud, because they allow 
the verification of unusual behavior patterns 
(Parra-Sánchez et al., 2021).
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Figure4 . Persistent Data Acquisition

Source: Own

Figure 5. Steps of the Procurement Procedure 

Source: Own
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Figure 6. Volatile Data Acquisition

Source: Own

Figure 7. Steps of the Procurement Procedure 

Source: Own
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Figure 8. Network Packet Acquisition

Source: Own

Figure 9. Steps of the Procurement Procedure 

Source: Own
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Figure 10. Smartcard Data Acquisition

Source: Own

Figure 11. Steps of the Procurement Procedure

Source: Own



16
Scientific Journal of Applied Social and Clinical Science ISSN 2764-2216 DOI https://doi.org/10.22533/at.ed.216542520023

Empirical research indicates that one of the 
main challenges associated with the implemen-
tation of IoT is due to the lack of interopera-
bility between devices. Where the standardi-
zation of a forensic process is essential for the 
management of compatible data between dif-
ferent systems and the safeguarding of the in-
formation obtained. Therefore, there is a need 
to create proposals or standardized protocols 
with regulations that promote the compilation 
and analysis of IoT data to improve the effecti-
veness of forensic investigations (Yacchirema, 
2019; Estupiñan & Mora, 2019; Villegas, 2019) . 
Likewise, the security presented by dIoT is one 
of the challenges to be taken into account, whe-
re research proposes the use of “technologies 
such as blockchain, for the assurance of infor-
mation integrity” in the environment generated 
by dIoT Chen et al., 2014; Christidis & Devet-
sikiotis, 2016) . The application of blockchain 
may be indispensable so that the data obtained 
cannot be manipulated or altered before being 
used as evidence in a forensic investigation 
process (Diaz et al., 2019) . Research infers that 
it is essential to have an optimal technological 
infrastructure for the integration of data com-
piled from dIoT in a centralized system, whe-
re it can be effectively analyzed and processed 
(Sarabia, 2020; Medina-Barahona et al., 2022).

CONCLUSIONS
For PNC investigators, it is crucial to deve-

lop specialized forensic procedures that address 
the particularities of each type of IoT device, 
including the need for advanced tools and te-
chniques for information gathering and analy-
sis, as well as a thorough understanding of the 
contexts in which these devices operate. The 
growing adoption of IoT in Colombia offers 
many opportunities for improving the efficien-
cy and effectiveness of forensic investigations, 
however, it also poses significant challenges in 
terms of security, privacy and handling of large 
volumes of data. Through a rigorous methodo-
logical approach tailored to the particularities 

of IoT, investigators can maximize the value of 
information extracted from these devices and 
contribute significantly to solving cases and 
improving public safety.

The creation of a procedure within the PNC 
is a complex process that requires careful con-
sideration of a variety of institutional parame-
ters. These include alignment with the mission 
and vision of the institution, compliance with 
legal regulations, compatibility with institutio-
nal policies, operational feasibility, inter-agen-
cy participation, and continuous improvement. 
By following these parameters, it can be ensu-
red that the procedure is not only effective in 
practice, but also fully aligned with the objecti-
ves and values of the PNC.

This structured approach not only facili-
tates the creation of procedures aligned with 
institutional policies, but also contributes to 
the professionalization and modernization of 
the PN, ensuring that the institution is prepa-
red to face current and future security and co-
existence challenges.

The proper acquisition of persistent, vo-
latile, network packet and smartcard data is 
critical in the investigation of security events 
associated with dIoT in Colombia. Following 
the procedures detailed above can ensure that 
digital evidence is collected and preserved in 
a manner that is admissible and useful in legal 
proceedings, while respecting relevant legal 
and ethical considerations.

It is essential that the personnel in charge of 
these tasks are properly trained and updated on 
best practices and forensic tools, in addition to 
being aware of the applicable legal regulations, 
documentation and maintenance of a solid 
chain of custody are fundamental pillars for the 
security and quality of the evidence.

The adaptation and compliance with these 
procedures will contribute significantly to the 
effectiveness of forensic investigations in the 
IoT field, supporting the work of the autho-
rities in the prevention, detection and resolu-
tion of cybercrime in the Colombian context.
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