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Abstract: This article aimed to carry out a
prospective study on the topic of privacy,
aiming to identify the relevance of the subject
and the main related technological areas.
Using a methodology involving four steps,
academic production and patent registration
involving the topic were identified. There was
considerable academic production on the
topic, especially in 2022, and an increase in
patent filings, mainly in subclasses H04 and
GO6 of the international patent classification.
The positive and negative aspects of adopting
privacy principles were systematized through
a SWOT matrix, considering the importance
of the topic for research bodies, both as a field
to be explored in various technological areas,
and for the application of research involving
data personal. It was concluded that the
topic is relevant, not only due to the need for
compliance, but also to mitigate risks arising
from inadequate treatment.

Keywords: Privacy. Research bodies. Patents.

INTRODUCTION

Technological advances are associated with
disruptive processes and procedures that have
changed the global production system. In this
context, the first three industrial revolutions
were triggered by innovations such as the
introduction of mechanical manufacturing
powered by water and steam, at the end of
the 18th century; the division of labor in a
production line, idealized by Henry Ford,
at the beginning of the 20th century and
the introduction of logically programmable
controllers, for the purpose of manufacturing
automation, in the early 1970s (BRETTEL et
al.,, 2014).

Such advances were even faster following
the fourth industrial revolution, which
established a new era of economic and social
transformations, with the spread of the
internet, including mobile, high connectivity
between devices and modern sensors. Thus,

innovations in the scope of Information
and Communications Technology (ICT)
motivated the establishment of a digital
economy, in which human beings and
intelligent objects interact and are capable of
making decisions, providing faster and more
accurate production methods. The internet
of things, decision support systems, big
data, cloud storage and artificial intelligence,
among others, emerge as drivers of digital
transformations in business models, providing
the basis for optimized and resilient execution
(ZIMMERMANN et al., 2016).

In a globalized and interconnected market,
large volumes of data circulate across
national borders in a continuous flow of
long and complex value chains. The free
movement of information in the form of data
is called “free flow of data” and its importance
is recognized by leading countries in
the digital economy and international
organizations. The Organization for
Economic Cooperation and Development
(OECD) even considers that this data-
driven technological ecosystem will be one
of the engines of economic growth in the
21st Century. The Organization has been
dedicated to debating the topic since the
beginning of 1980, when it prepared the
recommendations for the Guidelines on the
protection of Privacy and Transborder Flows
of Personal Data, a document later updated
in 2013 (BRAZIL, 2018a, p. 38).

As the digital universe is based on data,
sometimes handled in large volumes with
the aim of generating information, it is
imperative to adopt measures to protect it, in
order to avoid risks for organizations and, if it
is personal data, to protect the rights of their
holders. Therefore, the greater the volume of
data transmitted, the greater the risk that may
arise from an information security incident,
and it is up to those who process it to adopt
measures to prevent the exposure or use of
data under their responsibility.

Thus, in this digital era, data has gained
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great relevance and has become an asset for
many organizations, which haveitas the core of
their business, as is the case with the company
Google. Given this, as technology evolved, data
capable of individually identifying a person
became increasingly exposed, thus increasing
the risk of invading the privacy of its holder
(FERREIRA; PINHEIRO; MARQUES, 2021,
p 156).
[...] Risk that materializes in the possibility
of exposure and improper or abusive use
of personal data, in the event that these
data are not correct and misrepresent their
holder, in their use by third parties without
their knowledge, just to mention some real
hypotheses. It is therefore necessary to
establish mechanisms that enable people
to have knowledge and control over their
own data — which, in essence, are a direct
expression of their own personality. For
this reason, the protection of personal data
is considered in several legal systems as an
essential instrument for the protection of

the human person and as a fundamental
right (DONEDA, 2011, p. 92).

It is worth noting that concerns about
privacy are not a topic that emerged in the
digital era, according to Ferreira et. al. (2021),
the idea of full protection of the individual,
both from a personal and property point of
view, goes back to 1890, with the publication
of the article entitled “The right to privacy”
by jurists Samuel D. Warren and Louis D.
Brandeis, “in which the authors argue that
civil rights must encompass the protection
of private life, not only property, but also the
protection of the well-being and peace of mind
of individuals” (FERREIRA; PINHEIRO;
MARQUES, 2021, p. 157). Thus, from the
advancement of the digital era to the protection
of personal data, a trajectory was established
that culminated in the current maturity of the
topic, addressed in global legislation, worth
highlighting: the American Declaration of the
Rights and Duties of Man, held in Bogota, in
1948, during the IX American International

Conference; the International Covenant on
Civil and Political Rights, approved in 1966,
but which only came into force in 1976; and
the American Convention on Human Rights,
known as the Covenant of San José, Costa
Rica, in 1969, among others (FERREIRA;
PINHEIRO; MARQUES, 2021, p. 159).

Doneda (2011) highlights that, according
to the classification proposed by Viktor
Mayer-Schonberger, four generations of laws
demonstrated the evolution of the focus given
to the protection of personal data over time.
We can highlight the General Data Protection
Regulation (GDPR) of the European Union
(EUROPEAN UNION, 2016), which sought
to overcome the disadvantages of individual
approaches existing in legislation until then,
establishing a collective standard for the
protection of personal data (DONEDA, 2011,
p- 98).

This regulation came into force in 2018
and put Europe in the spotlight, where the
GDPR addresses the rights to transparency,
information, access, rectification, deletion,
forgetfulness and the right to object, limitation
of processing and data portability (FERREIRA;
PINHEIRO; MARQUES, 2021, p. 163).

Inspired by European legislation, Brazil,
joining other countries, regulated the
fundamental right to protection of personal
data, through a general law that regulates the
subject (BRAZIL, 2018b), as well as registering
such protection in the Constitution of the
Federative Republic of Brazil (BRAZIL, 1988).
In this sense, in 2020, the General Personal
Data Protection Law (LGPD) (BRAZIL,
2018b) came into force, including the holder
of personal data at the center of relationships
involving their data, in order to protect them
from abuse and promote risk mitigation to
citizens’ fundamental rights, especially human
dignity, privacy and freedom.

Privacy and intimacy, in these terms,
are integral parts of personality rights,
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protecting the possibility of every person
to exclude from the knowledge of third
parties that which only refers to them and
which concerns the scope of their private
life, aiming at moral integrity of the human
being. Thus, these rights imply a duty to all
other people not to disclose the privacy of
others and not to interfere in it, including
the Public Administration (PIRONTI;
ZILIOTTO, 2021, p. 414).

Thus, the protection of personal data
in Brazil has become an essential tool to
guarantee the right to privacy, that is, the
right to “be left alone”, to have the inviolability
of one’s private life assured and to be able to
exercise informational self-determination
over one’s privacy. personal data.

[...] autonomy of the individual in the
informational society and suggests a new
concept of privacy, that is, from the historical
definition of the “right to be left alone” to the
“right to informational self-determination”.
This concept encompasses the right to
maintain the control over your own
information; the right to choose what will be
revealed; right to be forgotten, in short, the
right to determine the way to construct one’s
own private sphere (BARROS; BARROS;
OLIVEIRA, 2017, p. 19).

In this context, the LGPD, in addition to
ensuring rights for holders of personal data,
establishes obligations for those responsible
for processing personal data, which the LGPD
calls “processing agents”.

Such agents must adopt technical and
administrative measures to protect the
personal data under their supervision, in
order to guarantee the privacy of their holders.
The LGPD establishes legal hypotheses
that authorize the processing of personal
data to be carried out by processing agents,
such as processing to carry out studies by
research bodies, guaranteeing anonymization
whenever possible (BRAZIL, 2018b).

Consistent with the Innovation Law
(BRAZIL, 2004), the LGPD incorporated the

concept of research bodies and the National
Data Protection Authority (ANPD), a
special agency responsible for ensuring the
application of the LGPD, and carried out
studies on the performance of the bodies
research in compliance with LGPD.

[...] direct or indirect public administration
body or entity or non-profit private legal
entity legally constituted under Brazilian
laws, with headquarters and jurisdiction
in the country, which includes basic
or applied research in its institutional
mission or social or statutory objective of
a scientific or technological nature or the
development of new products, services or
processes (BRAZIL, 2004) (this section was
highlighted by us).

In such a study, the ANPD emphasizes
that the legal basis for carrying out studies by
research bodies is applicable by the research
body, not by individual researchers.

[...] the agent legitimized to use the legal
basis under study is the research body
itself, be it a public body or entity or a
non-profit legal entity governed by private
law. Therefore, the use of this legal basis by
natural persons acting in their own name
or without any connection with a research
body is not permitted (ANPD, 2022, p. 17).

In the same sense, the responsibility for
the processing of personal data lies with the
research body, which must know the activities
carried out by its researchers.

The art. 13 of the LGPD reinforces this
interpretation, by expressly mentioning that
“research bodies may have access to personal
databases, which will be treated exclusively
within the body”. In the same vein, § 2 of art.
13 establishes that “the research body will be
responsible for information security [...]" It
is clear, therefore, that the responsibility for
the processing of personal data carried out
for the purposes of studies and research,
including in the field of public health, is of
an institutional nature, in the sense that it is
legally attributed to the research body itself
(ANPD, 2022, p. 18).
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[...Jaccording to the LGPD, the responsibility
for the processing of personal data in the
cases provided for in arts. 7th, IV and 11, II,
¢, will always belong to the research body -
and not to the natural persons subordinate
or linked to it
scholarship holders and undergraduate or
postgraduate students. It is, in other words,
a responsibility of an institutional nature,
which is legally attributed to the research
body itself (ANPD, 2022, p. 21).

such as researchers,

For this reason, the research body must sign
a term of commitment with the researchers,
which establishes the limits of the processing
of personal data and responsibilities.

Specifically, in the case of public entities
and bodies that provide access to personal
data for study and research purposes, it
is understood that, without prejudice to
compliance with other applicable legal
requirements, such as the provisions of the
LAI proof of the researcher’s relationship
with the research body can be carried out
by simply presenting a formal document,
such as, for example, a “term of science
and responsibility”. This document must
attest to the knowledge of the research body
regarding the carrying out of the study and
compliance with the relevant obligations set
out in the LGPD, in particular the linking
of the use of data to the purpose of carrying
out the study and the commitment to adopt
prevention and security appropriate to the
case (ANPD, 2022, p. 18).

Therefore, in the exercise of their activities,
research bodies must adopt the legal basis for
processing personal data to carry out studies
by research bodies, considering themselves
responsible for the research carried out by
the people linked to them, observing the
principles of the LGPD, the relevant ethical
standards, according to the object of the
research that involves the processing of
personal data, as well as ensuring the security
of the data processed.

More than the organization’s compliance
with the LGPD, research organizations when

carrying out studies involving personal
data must observe the principles of privacy
by design. These principles help ensure
information security for the protection of
personal data, consisting of guidelines to be
incorporated into all processes, as shown in
Figure 1.

These principles guide the adoption of
good practices to provide privacy from the
conception of a project and throughout the life
cycle of the personal data included in it. Thus,
organizations, especially research bodies, when
incorporating such principles comply with
the legislative command that establishes that,
when processing personal data, bodies must
adopt technical and administrative measures
to protect personal data (BRAZIL, 2018b).

Proactive. Non-reactive.
Preventive, not corrective.

01

Respect for user Privacy as the
privacy. standard
User-centric. 07 02

Visibility and
transparency

Privacy built into
the model

06 03 (design)

End-to-end security.

Full functionality. Positive sum,
Complete life cycle protection. 1/

not zero sum.
05 04

Figure 1: Privacy Principles by Design.

Source: The authors (adapted from BRAZIL,
2020), 2023.

In view of recent legislation and its possible
implications on the processes of research
bodies, the research problem is to identify
how the topic of privacy has been impacting
scientific and technological production,

especially since 2018, when the legislation
came into force of the European Union and
Brazilian law was sanctioned.

To this end, the study’s general objective is
to carry out a prospective study on the topic
of privacy, aiming to identify the relevance of
the subject and the main technological areas




related to the topic. The effort used is justified
as a way of understanding the evolution of the
topic, especially due to its effects on scientific
production and patent registration.

To meet this general objective, the
following specific objectives were established:
(1) identify the evolution of articles published
on the topic of privacy; (2) identify the
registration of patents on the subject of privacy;
(3) qualitatively analyze the summaries
of available patents involving the topic of
privacy in Brazil; and (4) propose a diagnosis
of challenges and opportunities involving the
adoption of privacy from the conception of a
project through a SWOT matrix.

METHODOLOGY

The adoption of a methodological process
based on exploratory and descriptive research
was fundamental to achieving the objectives
of this work.

The data was obtained from categorized
sources and the mappings were obtained from
a bibliometric study that used data and text
mining as a data processing mechanism.

The research employed a methodology
consisting of four stages presented in Figure 2.

First stage:
selection and
categorization of
databases

Second stage:
identification of
academic
production on the
topic

Third stage: Search
for patents related
to the topic.

4th stage:
quantitative
analysis of the
results

Figure 2: Research methodological structure.

Source: The authors, 2023.

In the first stage, the databases were

selected and categorized. To identify
academic production, the journal portal of
the Coordination for the Improvement of
Higher Education Personnel (CAPES) was
selected. The result generated was categorized
by type of resource and date of creation. To
search for patents, the databases of the World
Intellectual Property Organization (WIPO
Patent scope) and the National Institute of
Industrial Property (INPI) were used. These
two bases were chosen for their international
and national projection, respectively.

In the second stage, academic production
on the topic was identified from the CAPES
journal portal. The search in the collection
was carried out by subject, applying the type
of resource “article” as a filter, whose title
contained the word “privacy”. The Boolean OR
operator was used for a more accurate result,
since the search did not restrict language or
period. Based on the results obtained, annual
refinements were carried out in order to
identify whether academic production was
affected by the publication of the Brazilian law
on the protection of personal data (BRAZIL,
2018b) which occurred in the same year as
the entry into force of European legislation
(EUROPEAN UNION, 2016) on the topic.

In order to also evaluate publications
involving aspects of privacy by design, known
internationally by the term “privacy by design”,
the Boolean operator (AND) and the term
“design” were incorporated into the result.

In the third stage, using the WIPO Patent
scope and INPI bases, patents were identified,
in which the search terms are presented in
Table 1.

Data base Search terms

WIPO Patent  Advanced search - term: “privacy” - in
scope title - language: “English”

patents — “contain any of the words” -

INPI “privacy” OR “privacy” - “in the title”

Table 1: Patent search terms in the studied databases.

Source: The authors, 2023.
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Given the number of results found in both
databases, the highest occurrence of patents by
code of the international patent classification
(CIP) was identified, in order to establish a
standard that would allow comparing the
annual incidence of patent filings involving
the topic of privacy.

In the fourth stage, the results found were
analyzed in order to evaluate the information
on the topicof privacy and carry outa diagnosis
of opportunities and threats materialized in a
SWOT matrix.

RESULTS AND DISCUSSION

The academic production involving the
topic of privacy was obtained from research
on the CAPES journal portal, resulting in
46,758 articles containing the word “privacy”
or “privacy” in their title, of which 26,828
occurred between 2014 and 2022.

In order to identify whether legislation on
the topic had an impact on the preparation of
articles, annual filters were applied in order
to segment the data from 2014 onwards. As
can be seen in Figure 3, until 2016, the year of
publication of European legislation, the values
did not change significantly, but showed
considerable growth in the following years.
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Figure 3: Total articles published on the topic
of privacy from 2014 to 2022.

Source: The authors, 2023.

To verify adherence to the concept of
privacy by design, the search was refined

using the Boolean operator AND, and the
term “design” This way, it can be seen that
among the total number of articles published,
6,433 included the term “design’, of which
4,606 were published between 2014 and
2022, indicating that privacy as a whole and
its implementation since conception is the
subject of academic studies. Furthermore, it
was possible to verify that 2,421 articles have
already been published on the CAPES journal
portal this year, indicating that the topic
remains relevant.

Regarding the search for patents, Table
2 presents the results observed for the
identification of patents in the WIPO Patent
scope and INPI databases.

Search result for patents

Data base with title privacy or privacy
WIPO Patent scope 11.503
INPI 74

Table 2: Results observed in the patent search
in the studied databases.

Source: The authors, 2023.

The search carried out on the WIPO Patent
scope returned 11,503

results through the use of filters using the
Boolean operator AND (period: 2014 to 2022
and English language and title containing the
word privacy). Table 3 explains the results of
this research.

Among the countries that had the largest
number of patents filed, the United States,
China and India stand out, as well as the
European Patent Office.

Figure 4 shows the evolution of the number
of patents filed in the three countries that had
the most significant results. Figure 4 makes it
possible to observe an increase in the number
of patents filed mainly from 2018 onwards,
with its peak in 2021.
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Year 2014 2015 2016 2017 2018 2019 2020 2021 2022 Total
Deposit 642 627 678 904 1.118 1.411 1.698 2334  2.091 11.503
Table 3: Search result in the WIPO Patent scope database.

Source: The authors (adapted from WIPO Patent scope), 2023.

International Request  Year Title IPC
PCT/US2020/063359 2020 Privacy - preserving code delivery activation. HO4L

for pseudonym certificates
PCT/US2020/054537 2020 Privacy and Efflaency Balancer for Revocation HOAL
of vehicle public key infrastructure
Smart Media protocol method, a media ID
for accountability and authentication, and
PCT/BR2022/050140 2022 provision for security and privacy when using GO6F

screen devices, to make messaging data more

private

Table 4: Patents filed WIPO Patent scope with Brazil as the inventor’s country of origin.
Source: The authors (adapted from WIPO Patent scope), 2023.

Powers

Weakness

« Legal compliance;

« Guarantee of holders’ rights;
 Reducing data leakage risks;

« Adequacy of business processes;

o Establishing standards for new projects;
o Cultural change in respect for privacy;

o Adoption of security measures.

o Lack of organizational culture regarding the
processing of personal data;

o Collection and storage of personal data in
excess or without due legal compliance;

« Reuse of personal data without the support of
an adequate legal hypothesis;

« Inadequate infrastructure for processing
personal data securely.

Opportunities

Threats

o Possibility to take advantage of the principles
of privacy in new inventions;

Existence of academic and scientific
production on the topic;

o Market demand for LGPD-compliant
inventions;

Possibility of partnership with research
bodies and scientific and technological
institutions for the development of
innovations in line with the theme

o Suffer administrative and judicial sanctions;

o Compromise of research deadlines due to
external determinations that prevent the use of
personal data;

o Preventing the collection of personal data
essential for the development of the study or
research;

« Invasion of databases by adverse agents
(“hackers”)

Table 5: SWOT matrix of LGPD implementation from the conception of a project.
Source: The authors, 2023.
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Figure 4: Result from the WIPO Patent scope
database of the most significant countries.
Source: The authors (adapted from WIPO
Patent scope), 2023.

In the WIPO Patent scope database,
Brazil is not listed as the country of origin
of patent applications containing the word
“privacy” or “privacy” in the patent title.
However, when refining the initial result by
adding the Boolean operator AND and the
inventor’s country of origin as Brazil, three
patents filed in the analyzed period were
returned, through the Patent Cooperation
Treaty (whose international acronym
is PCT), which allows you to apply for
patent protection simultaneously in several
countries that are signatories to the treaty.
Table 4 lists these patents, with the first two
listing " Universidade de Sao Paulo™" as the
applicant.

Regarding the technology indicated in the
filed patents, both the results of the search in the
WIPO Patent scope database and in the INPI
database, returned the highest concentration
of deposits in subclasses H04 (Electricity -
Electrical Communication Technique) and
G06 (Physics - Calculation: Calculation or
Counting)', mainly in code GO6F - Electrical
Processing of Digital Data, which is consistent
with the fact that currently a large part of the
data is processed in digital media.

Thus, in the WIPO Patent scope results,
6,067 occurrences were found with code
GO6F, which showed growth from 2016, the
date of publication of European legislation,
and its peak in 2021, as shown in Figure 5.

Figure 5: Annual search result in the WIPO
Patent scope database refined by code GO6F.

Source: The authors (adapted from WIPO
Patent scope), 2023.

2014

Regarding the results of the search for
patents in the INPI database, of the 74 patents
found containing the term “privacy” in their
title, 39 were from the period from 2014 to
2022, highlighting the year 2020 with 11
patents. Regarding the International Patent
Code, the majority also focuses on the GO6F
code, totaling 16 patents filed.

It is important to highlight that, in the INPI
database, five computer program records
with the term privacy were also identified,
including a privacy management system
for small businesses (BR5120220008580)
and one with the title “Privacy Unicamp”
(BR5120220013495) both granted in 2022.

Despite the higher incidence in the GO6F
code, in the two databases analyzed, patent
records were identified in different Patent
Classification codes, which confirms that
the topic of privacy is not restricted to the
processing of data through digital means
and that it is a transversal theme to other

1. http://ipc.inpi.gov.br/classifications/ipc/ipcpub/?notion=scheme&version=20230101&symbol=none&me nulang=pt&lan-

g=pt&viewmode=f&fipcpc=no&showdeleted=yes&indexes=no&headings=yes&notes=ye

d=none&tree=no&searchmode=smart

s&direction=02n&initial=A&cwi-
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technological areas, serving as an indication
for researchers to pay attention to the topic
of privacy in all their projects, as it can be a
competitive differentiator if it involves the
privacy of potential users of the technology.

Finally, based on the results found in
data from academic production and patent
searches, as well as considering the theoretical
framework of this work, it was possible to
measure the contributions of the topic to
society, based on the elaboration of a SWOT
matrix, which is a strategic research resource
disseminated within management, through
which it is possible to observe the internal
and external environment of the business
and structure guidelines to facilitate a global
view of opportunities and threats that may
exist, enabling greater competitiveness of the
business or project ( RIBEIRO, 2018).

When preparing the matrix, it was
considered that the topic of privacy must
be implemented from the conception of a
project, especially by research bodies, when
they use personal data in their projects, thus
allowing analyzes to be carried out to identify
weaknesses, opportunities, strengths and
threats, related to the topic of privacy and
legal compliance with the LGPD, as shown in
Table 5.

As demonstrated in the matrix, the
adoption of privacy principles from
conception, in addition to legal compliance,
makes the organization more competitive as
it adheres to important legislation that aims to
ensure the rights of holders of personal data.

For research bodies, it adds a difference
by inserting personal data protection
requirements from the beginning of the
project, avoiding rework, controlling the
actions of researchers who process personal
data on their behalf, ensuring compliance
with current legislation and respect the rights
of personal data holders.

Scientific Journal of Applied Social and Clinical Science ISSN 2764-2216

CONCLUSION

The present study aimed to carry out a
prospective study on the topic of privacy,
aiming to identify the relevance of the subject
and the main technological areas related to
the topic, which was carried out through
exploratory and descriptive research based
on academic production and registration of
patents.

To obtain research data, a literature
review was carried out in the CAPES journal
database, which demonstrated an increase
in the proposed theme in the period from
2014 to 2022. It is worth highlighting that
in the period considered, the year 2022 had
the largest number of articles published with
the topic of privacy, totaling 5,346 articles, in
different areas of knowledge. This number
represents approximately triple the number of
articles published in 2014 and approximately
double the number of publications in 2018.

To search for patents, the WIPO Patent
scope database in English and Portuguese
and the INPI database were considered.
From the results it can be observed that the
technological areas with the highest incidence
of patents filed involving the topic of privacy
are subclasses H04 (Electricity - Electrical
Communication Technique) and G06 (Physics
- Computing: Calculation or Counting) of the
international patent classification.

Furthermore, at WIPO Patent scope the
filing of patents containing the subject of
privacy in the English language was greater as
of 2018 than in previous years.

Previous studies, with the Portuguese
language the number of patents filed did not
vary significantly.

Based on the INPI, the year 2020, in which
Brazilian legislation came into force, recorded
11 patent filings among the 39 privacy-themed
patents filed between 2014 and 2022.

Based on the data obtained, it was possible
to identify that personal data protection

DOI 10.22533/at.ed.2163332307124 n




legislation affected both academic production
and the filing of patents on the subject of
privacy. In view of this, a SWOT matrix was
created with a diagnosis of challenges and
opportunities when implementing the LGPD
from the conception of a project capable of
providing a competitive advantage for projects
involving the topic.

It is concluded, therefore, that the topic is
relevant and current, both in a national and

legislation affecting the topic has an impact
on academic production and patent filings.
Therefore, it is strategic to seek compliance
with the LGPD and promote the adoption of
privacy principles to provide a competitive
advantage in technologies that involve the
processing of personal data, promoting
research that adheres to good privacy practices
in order to guarantee the rights of its holders
and legal compliance.

international context, demonstrating that
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