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Abstract: In Mexico and in the world, 
globalization has required that the activities 
of both companies and individuals be carried 
out expressly, from sending an email, making 
purchase orders, requesting credits, making 
transfers, among others. Technological 
advances have been a high reference in all 
this progress with financial impact, which has 
led to a word that is very important for the 
financial world, Fintech, a tool that allows us 
to facilitate the aforementioned processes, this 
through the automation of financial services, 
both elementary and complex, that ultimately 
seek to achieve customer satisfaction, 
however, among all the virtues and facilities 
for daily life, there is a dark side that has been 
accentuated from the COVID-19 pandemic 
to date, Many people and companies, by 
using electronic mechanisms to expedite 
their processes, have been victims of financial 
fraud, which will be described and analyzed 
in order to put the population on alert.
Keywords: Globalization, cyber fraud, fintech.

INTRODUCTION
The world has undergone a radical change 

since the digital era, positively impacting the 
financial sector through new technologies, 
these in turn achieved through innovation 
that the functions and processes derived from 
the financial economy were streamlined, 
resulting in the design of strategies and new 
business models both in the financial area and 
in the banking sector, offering competitive 
advantages in companies both focused on the 
financial field and in general in all companies 
that use these tools. As a result of the 
pandemic crisis, an intense activity of digital 
technology began in countless companies, 
both in economic, social, political and 
scientific sectors; This resulted in an increase 
in cyber financial fraud and also multiple 
attacks on banking operations, diverting 
financial resources and as a result of the health 

emergency, all natural or legal persons were 
forced to use a large percentage of electronic 
media. and cybernetics in order to carry out 
financial operations which were habitually 
and commonly carried out in person. At first 
glance, the phrase fraud and deceit implies 
what would seem inconceivable, but today 
fraud is present in all societies.

Every day a greater amount of news related 
to attacks or cybercrimes appears in different 
media. It is estimated that 64% of the world’s 
companies have experienced at least one cyber 
attack. (Bulao, 2021)

Globalization allowed the spread of digital 
and technological advances throughout the 
world and implies an excellent possibility 
and valuable opportunity to create innovative 
solutions, since then cyber fraud emerged as a 
result of the development of technology, which 
are scams that are used through the cybernetic 
network to carry out illegal transactions.

FINTECH ELEMENTARY 
TECHNOLOGICAL AND 
FINANCIAL TOOLS FOR 
MODERNITY
In recent times, technology has acquired an 

important role in many sectors, including the 
financial sector. This refers to technological 
advances in the field of financial activities 
to expedite the completion of certain 
procedures, as well as to allow companies 
both those that are technology providers and 
users to broaden their horizons, managing 
to include more people in the scope. of your 
operations. Through various tools, the use of 
digital banking has been consolidated and 
strengthened, since it is integrated as a result 
of the combination of traditional banking 
and the Internet, providing banking services 
through web pages or mobile devices.

(Fintech Mexico, s.f.) is a nascent industry 
in which companies use technology to 
provide financial services in an efficient, agile, 
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and reliable manner. The word is formed 
from the contraction of the terms finance and 
technology in English.

The use of innovation and technological 
developments for the design, offer and 
provision of financial products and services, 
are those activities referring to the term 
Fintech which comes from the English words 
Finance and Technology. (National Stock 
Market Commission CNMV, s.f.)

It is necessary to keep the financial inclusion 
processes adapted to the new technology 
dynamic, which is why the link between 
Fintech and financial inclusion must be 
specified, which are broad and differentiable. 
That is why it is necessary to actively support 
all the financial inclusion processes adapted to 
the new technologies.

The Fintech (contraction of ‘Finance’ and 
‘Technology’), are a famous branch within 
innovation that proposes opportunities 
and challenges to the supply, demand and 
regulation of financial services. However, 
terms like Fintech (or BigTech, RegTech, 
InsurTech, among many others) are 
concepts from marketing and lack precise or 
standardized content. (Rojas, 2016)

For the apparent complexity of operation 
and user confidence, with great benefits come 
great challenges. Beyond the advantages of 
Fintech, some authors maintain. They would 
not hesitate to abandon them if they lost 
trust in them, stopped being safe, or stopped 
abiding by the law.

As can be seen, investigating the connection 
between Fintech and financial inclusion 
becomes a fully legitimate and current topic. 
But it also becomes an issue when it comes to 
a theoretical framework, which is still in its 
infancy, and which requires special efforts of 
analysis and conceptualization.

At the FinTech Association of Mexico, we 
consider that the following verticals are 
the most important within the sector:

• Means of payment and transfers: Payment 
platforms, electronic commerce and 
international transfers.

• Infrastructure for financial services: 
Customer assessment and risk profiles, 
fraud prevention, identity verification, 
banking APIs, payment method 
aggregators, big data & analytics, business 
intelligence, cybersecurity and electronic 
contracting.

• Digital credit origination: These are 
companies that offer credit products 
through electronic platforms.

• Financial solutions for companies: 
Software for accounting and billing and 
financial management infrastructures.

• Personal finance and financial advisory: 
Personal finance management, financial 
product comparators and distributors, 
financial education, automated advisors, 
and financial planning.

• Financial markets: Digital brokerage 
services for securities, financial 
instruments and currencies.

• Crowdfunding or micropatronage: it 
is a strategy that consists of obtaining 
funds online to finance a project through 
the contribution of a large number of 
investors.

• InsurTech: Technology applied to the 
provision of services in the insurance 
sector.

• Cryptocurrencies and blockchain: 
Developers of solutions based on the 
blockchain, intermediaries and markets 
for digital assets.

• Disruptive financial entities: Banks or 
other 100% digital financial entities. 
(Fintech Mexico, s.f.)

Fintech from Mexico tell us that with Open 
Finance it is easier to create and identify, 
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based on algorithms, suspected cases of 
financial cyberfraud. Algorithms and the 
tendency to collaborate come together in 
the fight against fraud in the financial sector 
to detect and prevent suspected cases of 
cyberfraud (Fintech Mexico 2023)

(Protect your money) web page that tells 
us: What types of Fintech will be regulated?

It is very important to make it clear that for 
the purposes of Mexican legislation, Fintechs 
are called Financial Technology Institutions 
or FTIs.

Many of the ITFs are currently in the 
process of regulation and are mainly grouped 
into two sectors according to the services they 
offer.

•	 Collective Financing Institutions (IFC) 
or crowdfunding: Crowdfunding 
or collective financing are financial 
technology platforms where it is 
possible to obtain financial resources 
from a large number of people to fund a 
project, a business or acquire a personal 
loan. That is to say: any investor can 
lend money to an entrepreneur or social 
cause in exchange for rewards, royalties, 
shares or an interest rate.

•	 Electronic Payment Fund Institutions 
(IFPE): This second figure is a little 
broader, since it considers the so-called 
electronic purses or wallets, and they 
fulfill various functions or services: They 
receive and issue electronic money, they 
also offer virtual debit cards or physical. 
(2023)

According to (Torres Blázquez, 2017) 
Fintech companies can be classified as follows:

• Fintech financing

• Fintech advisory

• Fintech of e-commerce transfers, collec-
tions and payments

• Fintech of distributed ledger or blockchain

• Cryptocurrency fintech

CYBER FRAUDS IN MEXICO
The Government of Mexico has the 

National Commission for the Protection 
and Defense of Users of Financial Services 
(CONDUSEF) is an effective body for the 
protection and defense of the interests and 
rights of users before financial institutions. The 
mission of this institution is: (CONDUSEF, 
2023) Empower Users of financial services, 
through education and financial inclusion, 
strengthen mechanisms for the protection 
and defense of Users of financial services in 
their relations with Financial Institutions, 
generating well-being conditions for the user 
that allow substantive equity.

(Carballo, 2018) writes that... For its part, 
financial inclusion is a broad, polysemic 
and multidimensional concept, which is 
also in constant evolution, construction and 
debate. Its multidimensionality stems from 
the obligatory need to contemplate various 
elements and variables to achieve its objectives. 
It is therefore an unfinished concept whose 
development can be analyzed and promoted 
from different perspectives.

(CONDUSEF, Government of Mexico, s.f.) 
indicates that CYBER FRAUD is known as 
those scams that use the network to carry out 
illegal transactions. Many times the people 
who carry out this type of fraud take advantage 
of the ignorance or lack of care that people 
have when using online financial services, 
becoming an easy target for scammers. Here 
are some types of fraud:

• Spam. Also known as SPAM, it is a message 
sent to various recipients who usually 
did not request it, for advertising or 
commercial purposes.

• Smiling. In this type of fraud, SMS 
messages are sent to your mobile 
phone with the purpose of visiting a 
fraudulent website. This in order to 
obtain your banking information, to 
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carry out transactions on your behalf.

• Phishing. Also known as identity theft, in 
this type of fraud the objective is that, 
by posing as a Financial Institution, 
with a message indicating an error in 
your bank account, and by entering 
your data, they obtain your confidential 
information such as: phone numbers 
your credit cards, passwords, bank 
account details, passwords, etc.

• Pharming. It consists of redirecting you 
to a fake internet page through pop-
up windows, to steal your information. 
They usually display legends similar 
to this: Congratulations, you are the 
millionth visitor, click here to claim 
your prize!

• Vishing (telephone extortion). Criminals 
posing as bank or agency personnel 
call victims to inform them of shocking 
circumstances, such as unusual charges 
found on their accounts, to obtain the 
victim’s financial information.

• Nigerian fraud. It is an online scam 
carried out via email where they pose 
as millionaires, claiming that due to 
the political complexities of releasing 
resources, they need the support of their 
victims to share their wealth, managing 
transactions through deposits.

• SIM SWAPPING. This is a fraudulent 
practice of duplicating a user’s SIM 
card with a fake file. This allows 
cybercriminals to take control of your 
phone and get all the information 
stored on it, which can leak not only 
your financial information but also 
your personal information.

If at any time the user has this situation, 
with their data they can make purchases or 
request credits in their name, make transfers 
and even empty your accounts and even steal 

their identity since it is currently another 
fraud which is increasing day by day, which in 
recent years has become a security measure for 
Mexicans, this allows other people to access 
other people’s financial or personal resources 
and obtain benefits illegally.

The following table shows that each year 
fraud increased from 42% in 2017 to 70% in 
2021.

MEASURES TO AVOID CYBER 
FRAUD
To avoid being scammed by cybercriminals 

it is necessary to take the following measures 
for the computer or mobile phone:

• A personal session must be created 
independently of the session to work 
or socialize.

• Change passwords periodically

• Avoid common passwords with uppercase 
letters, lowercase letters, numbers, 
symbols, and at least 12 characters.

• Back up the information

• If social networks are used, activate the 
authentication factor when accessing 
online banking

• Configure privacy on social networks

• Cancel networks you no longer use

• Install an antivirus to protect against 
malicious software.

That is why banks have taken measures to 
reduce the dangers of identity theft, either due 
to fraud or administrative errors.

(Biometric Banking created to prevent fraud) 
Magazine in which the following marks us: 
When we talk about biometric data, we refer 
to those that cannot be falsified, stolen, or 
violated, so they are more reliable and secure 
data, since that a person’s biometrics are 
relatively impossible to duplicate, since there 
are no identical data between one person 
and another.
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Figure 1. Source: (CNBV, 2021)

Table 1. Own elaboration, Source: (CONDUSEF, 2021)
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Figure 2. Source: (Proyecto Minerva, 2023)

Figure 2. Source: (CONDUSEF , 2023)
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What biometric data will the Banks use?

• Fingerprint.

• Facial recognition.

• Voice print.
The Government of Mexico offers financial 

education in order for people to acquire 
knowledge that will allow them to make 
financial decisions and achieve personal and 
family comfort through diplomas, courses, 
interactive material, savings tips, credits, 
budgets and also tips How to avoid being a 
victim of financial fraud, such a program is 
the Minerva Project. Originally carried out 
thinking of including women in financial 
knowledge, it has now been integrated for all 
Mexicans of both genders, ages and different 
levels of studies.

The educational offer offered by this site 
includes notebooks, guides, advice, videos, 
with different topics such as: Budget, 
Credit, Investment, Savings, Insurance, 
Remittances, Retirement, among others, 
focused on the different stages of life, from 
childhood to adulthood, so all household 
members have a place on this site, such as 
the smallest of the house, who have a special 
section. (CONDUSEF, Government of 
Mexico, s.f.)

During the pandemic, many institutions 
were affected by cyber fraud, which is why 
the (CONDUSEF, Government of Mexico, 
s.f.) opened a financial fraud portal in order 
to publicize the data used to commit fraud, as 
well as a space to report cases in which users 
have been affected, the National Commission 
for the Protection and Defense of Users of 
Financial Services (CONDUSEF). In this 
portal, users will be able to find out the phone 
numbers, Internet pages, emails, and false 
institutions that are used to commit fraud. In 

addition, the modus operandi used for it is 
also reported.

According to the CONDUSEF portal, in 
order of highest to lowest recurrence, fraud 
occurs mainly through telephone calls, 
followed by electronic commerce, government 
impersonation and other institutions, 
identity theft, fake internet pages, deceptive 
recruitment, emails and social networks. 
(ADYEN, s.f.)

CONCLUSION
At present, the government of Mexico 

has promoted through the CONDUSEF 
government institution, the protection of 
the interests and rights of consumers of 
financial products and services offered by 
financial institutions. This institution is very 
important to support all those people who 
have suffered fraud, breach of trust, as well as 
the mismanagement of personal databases, all 
this has resulted in inadequate cybersecurity, 
where criminals had access “not “. Authorized” 
to sensitive data.

Any person or company can be affected 
by a crime or fraudulent computer act which 
generates economic losses. However, despite 
the fact that there are rules and sanctions 
for this type of act in Mexico, many people 
are unaware of them or, worse still, do 
not believe that they will be sanctioned or 
assisted to recover, if applicable, the economic 
resource affected. That is why CONDUSEF 
is an institution that provides an electronic 
complaint portal to assist both natural and 
legal persons, innovating the promotion 
and transformation of financial education, 
promoting inclusion and supporting the 
strengthening of financial transparency.
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