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APRESENTAÇÃO
A Engenharia de Computação é a área que estuda as técnicas, métodos 

e ferramentas matemáticas, físicas e computacionais para o desenvolvimento de 
circuitos, dispositivos e sistemas. Esta área tem a matemática e a computação como 
seus principais pilares. O foco está no desenvolvimento de soluções que envolvam 
tanto aspectos relacionados ao software quanto à elétrica/eletrônica. O objetivo é a 
aplicação das tecnologias de computação na solução de problemas de Engenharia. Os 
profissionais desta área são capazes de atuar principalmente na integração entre software 
e hardware, tais como: automação industrial e residencial, sistemas embarcados, sistemas 
paralelos e distribuídos, arquitetura de computadores, robótica, comunicação de dados e 
processamento digital de sinais.

Dentro deste contexto, esta obra aborda os mais diversos aspectos tecnológicos 
computacionais, tais como: desenvolvimento de um método de verificação biométrica 
de indivíduos; uma abordagem para encontrar evidências de fraude aplicando técnicas 
de mineração de dados a bancos de dados públicos das licitações do governo federal 
brasileiro; o desenvolvimento de um método computacional para a classificação automática 
de melanomas; a aplicação de algoritmos recentes de aprendizagem de máquina, 
denominados XGBoost e Isolation Forest, para predição de irregularidades no consumo 
de energia elétrica; um modelo de receptor 5-HT2C humano que foi criado através de 
modelagem por homologia e estudos de acoplamento molecular com os ligantes ácido 
fúlvico, paroxetina, citalopram e serotonina; a análise do uso do Controlador Lógico 
Programável (CLP), apresentando sua composição (estrutura, programação e linguagem 
Ladder), montagem, vantagens e desvantagens, exemplo de tipos e fabricantes; uma 
sugestão de melhoria das etapas de análise de negócios e engenharia de requisitos, por 
meio do uso de conceitos viáveis de metodologias ágeis; a construção de um aplicativo, 
denominado QEnade, para a disponibilização de questões do ENADE para os estudantes; 
uma síntese conceitual do PC voltada para âmbito educacional referente à educação 
básica brasileira; um sistema de localização híbrido capaz de usar diferentes tecnologias 
para fornecer a localização interna e externa de robôs ou de outros dispositivos móveis; 
um sistema de sumarização multidocumento de artigos de notícias escritos em português 
do Brasil; o emprego de duas técnicas de aprendizado de máquinas para prever se parte 
do público infantojuvenil da cidade de Monte Carmelo esta suscetível a algum risco ou 
situação constrangedora nas redes sociais; a identificação das principais tecnologias 
que estão sendo utilizadas no contexto de Transformação Digital no cenário mundial; os 
elementos utilizados na construção de um sistema computacional, sem custo financeiro 
para a instituição e de fácil compreensão para o usuário, que utiliza os conhecimentos 
estatísticos para realizar a descrição, a apresentação e análise dos dados coletados; 
uma discussão acerca da confiabilidade das informações disseminadas na internet, para 



entender os riscos e a importância da avaliação dos conteúdos encontrados no ambiente 
virtual; uma proposta de estratégia para a navegação de robôs semiautônomos baseada 
apenas em informações locais, obtidas pelos sensores instalados no robô e um planejador 
probabilístico que gera caminhos a serem seguidos localmente por ele, garantindo assim 
o desvio de obstáculos.

Sendo assim, está obra é significativa por ser composta por uma gama de trabalhos 
pertinentes, que permitem aos seus leitores, analisar e discutir diversos assuntos importantes 
desta área. Por fim, desejamos aos autores, nossos mais sinceros agradecimentos pelas 
significativas contribuições, e aos nossos leitores, desejamos uma proveitosa leitura, 
repleta de boas reflexões.

Ernane Rosa Martins
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ABSTRACT: Data mining has been an area 
of high visibility in recent years and many 
researches have shown good efficiency in this 
area to find information in large databases. This 
paper presents an approach to find fraud traces 
applying data mining techniques to public 
databases of the Brazilian Federal Government 
bidings. The aim is to find evidence of fraud, 
such as stunts and cartels. The task of finding 
fraud evidences in large amount of data is 
complex for auditors since they have correlate 
data. The proposed approach was used to 
develop a prototype which has been used by 
auditors in the Ministry of Transparency and 
General Comptroller of the Union (CGU).
KEYWORDS: Stunts, fraud, public bidings, 
data mining.

LICITAÇÃO NO GOVERNO 
BRASILEIRO: UMA ABORDAGEM 

PARA ENCONTRAR EVIDÊNCIAS DE 
FRAUDE NO RELACIONAMENTO DE 

EMPRESAS
RESUMO: A mineração de dados tem sido 
uma área de alta visibilidade nos últimos 
anos e muitas pesquisas têm mostrado 
boa eficiência para encontrar informação 
em bancos de dados massivos. Este artigo 
apresenta uma abordagem para encontrar 
evidências de fraude aplicando técnicas de 
mineração de dados a bancos de dados 
públicos das licitações do governo federal 
brasileiro. O objetivo é encontrar evidências 
de fraude, como conluio e cartéis. A tarefa de 
encontrar evidências de fraude em grande 
quantidade de dados é complexa para os 
auditores considerando o volume de dados 
correlacionados. A abordagem proposta foi 
usada para desenvolver um protótipo que 
foi usado pelos auditores do Ministério da 
Transparência e Controladoria-Geral da União 
(CGU).
PALAVRAS-CHAVE: Conluio, fraude, licitação 
pública, mineração de dados.

1 |  INTRODUCTION
In the context of procurement 

processes, Government Agencies use to 
order goods and services through some 
processes that might ensure a good (or the 
best) quality by fair price. In Brazil, there are 
several kind of the procurement process and 
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they are often controlled by an information system called SIASG – Integrated System for 
General Services Management in the Federal Government. 

In the set of procurement processes, one of the most important is called Pregão [1], 
a reverse auction process. In this process, the suppliers present their initial proposals and 
then can start to give bids to lower the prices until the lowest offer remain and the other 
competitor give up.

Although this process encourages competition between companies, they can use 
some mechanisms to fraud it [2]. Companies can associate with each other and make 
collusion and cartels, that is, they will agree which one will win each bid item before the date 
of the auction and thus they can continue to alternate between them for the best contracts 
in each process.

Another unfair and common technique occurs when an individual, or a group of 
partners, own multiple companies from the same segment or industry. In this case, the 
companies are used to simulate competition between them, although the winner will always 
be a part of the same group of partners [3].

In case of collusion, fake companies or another type of fraud, the processes will be 
harmfull, since the price can be manipulated to a very high value, or the products may came 
from a low quality brand.

A useful technique for finding these groups or cartels is called association rules. This 
technique makes it possible to search for relationships between items in a transaction [4]. 
In our context, items can be understood as a transaction and the companies are products 
of these transactions. Companies that usually show up together have more chance to be 
related as a collusion.

In this paper we propose an information system approach to search for possible 
irregularities in processes associated with a specific company, in order to improve the work 
performed by CGU auditors. The Apriori scope is pruned in database and the rules can 
execute online, improving the auditor’s target analysis, and other systems can be integrated 
to make the rule more meaningful as well.

The rest of the paper is organized as follows: in Section 2 we present a short 
overview of background; in Section 3 we present related work; in Section 4 we present the 
developed prototype to search for collusion and the results gathered inside the Ministry of 
Transparency and General Comptroller of the Union1 (CGU). Finally, the Section 5 presents 
conclusion and future work.

2 |  BACKGROUND
This section presents the background required for a better contextualization of this 

work, including association rules, the Apriori algorithm and the application domain in the 
context of the procurement processes of the Brazilian Federal Government.
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2.1 ASSOCIATION RULES
Association Rules is a data mining technique that aims to discover strong relationships 

between data, finding patterns in associated data. There are two important metrics that 
show whether the relationship found by the association rule is strong:

1. Confidence: represents the percentage of times that the rule appeared correctly. 
The higher the confidence, better is the quality of the rule.

2. Support: represents the chance of the rule appearing in the analyzed dataset.
Another very important variable in the association rules is lift, an affinity measure 

that tells whether the occurrence of itemset A is independent of the occurrence of itemset 
B if P(A U B) = P (A) P (B) . Otherwise, itemset A and B are dependent and correlated. 
This definition can easily be adjusted to more than two itemsets. The relation between the 
occurrence of A and B can be measured by Equation 1.

                              lift(A,B) = P(A U B) / P(A).P (B)                                      (1)

If the result of the equation is less than 1, the itemsets A and B are negatively 
correlated, in other words, an occurrence of one leads to an absence of the other. However, 
if the result is greater than 1, they are positively correlated, which means that the occurrence 
of one side leads to the occurrence of the other. If the value is exactly 1, the values are 
independent and there is no relationship between them [5].

2.2 APRIORI ALGORITHM
In order to find strong associations between data, the Apriori algorithm was proposed 

[6]. Apriori is an algorithm that extracts high trust rules finding relationships between the 
data. This algorithm uses an iterative approach consisting of k-itemsets to be used to 
explore (k+1)-itemsets. For each set it is necessary to check the presence of each item and 
collect the items that satisfy the minimum support. The resulting set is denoted by L1. Then 
L1 is used to find L2 which is used to find L3, and so on, until no more frequent k-itemsets are 
found. The discovery of each Lk requires a complete check of the database.

Table 1 illustrates 10 transactions that will be used to exemplify the Apriori algorithm. 
Initially, sets are created with each of the transaction items and their support calculated 
(Table 2).

The next set will be consist of creating all possible combinations of sets containing 2 
transactions, and discarding the ones with a support value below the desired one represented 
by red lines in Table 2. Using a 20% support, all sets will be combined generating new sets. 
This process is repeated until there are no more sets to combine.
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TRANSACTION ITEM 1 ITEM 2 ITEM 3
1 1 1 0
2 0 1 1
3 0 1 0
4 1 1 1
5 1 0 0
6 0 1 0
7 1 0 0
8 1 1 0
9 1 1 0
10 0 0 0

Table 1. Transactions used to exemplify the Apriori algorithm.

ITERATION 1
SET SUPPORT

1 0.6
2 0.7
3 0.2

ITERATION 2
1.2 0.4
1.3 0.1
2.3 0.2

Table 2. Support of each set using Apriori algorithm.

2.3 PROCUREMENT PROCESS
Procurement processes are the way the Government purchases products or services. 

It is the form that ensures full competition among participants seeking to ensure compliance 
with the constitutional principle of isonomy, where the selection of the most advantageous 
proposal for the administration is ensured [7]. There are several procurement processes 
modalities, with the Pregão being the most known one [1]. Procurement processes are a 
major target for corruption due to being linked to the financial system, besides containing 
flaws in its process. Therefore, auditing has been an important process in the search and 
prevention of irregularities in brazilian procurement processes.
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3 |  RELATED WORK
Nowadays, in Brazil, corruption is a central subject due its economics and politics 

situation. According to the Organization for Economic Cooperation and Development 
(OECD) report2 of 2016, public procurements are extremely vulnerable to corruption. Most 
of 50% of the foreign bribery cases aim public procurements contracts. Therefore, several 
works have been proposed addressing the corruption problem. Table 3 summarizes the 
papers found and described in this section.

REFERENCE ASSOCIATION
RULES

OTHER ML 
TECHNOLOGY

OTHER 
APPROACH

ONLINE
SYSTEM DOMAIN

Present work X X procurement

Ralha & Silva (2012) [4] X X procurement

Nguyen et al.(2017) [8] X supply chain

Hein et al. (2014) [9] X economic sector

De Padua et al. (2016) [10] X X transaction

Minovic et al. (2014) [11] X X procurement

Erven et al. (2018) [12] X procurement

Table 3. Related Work compared to the present work.

Ralha and Silva [4] propose a solution for cartel detection using data from ComprasNet, 
a Brazilian procurements database, using data mining alongside multiagent systems. The 
AGMI (AGent-MIning tool) is composed by autonomous agents arranged in three layers 
that deliberate about the data mining techniques and parameters to discover knowledge 
about suspicious groups of companies. The system generates several association rules 
with scores built from the business domain to identify which them have high quality.

Data mining is also used in Nguyen et al. [8], where the state-of-art of data mining 
in supply chain management is presented and in Nelson Hein et al. [9], where factorial 
analysis is used to select social performance indexes of the most representative companies 
in the cyclic consumption sector.

De Padua et al. [10] uses community detection between transactions’ items to identify 
clusters to split the database among them, and reach better rules, since several of them do 
not usually implies in a good relation. This happens since rules with support and confidence 
higher would be obvious.

Minovic et al. [11] proposes introducing semantic technologies to procurement 
processes in Serbia to enable processing data by machines. In this model, the specialists 
would be able to define business rules related to suspicious situations being alerted when 
one of them occurs. Thus, a final application would previously recognize acquisitions that 
are potentially harmful and take actions to avoid them.
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Erven et al. [12] presents a proposal of graph database model to identify relationships 
between companies that participate in Brazilian public procurement processes. Partners 
relationships and other data are inserted into a graph database and the shortest paths 
are found between companies that attend to the same acquisition process. A notation is 
proposed to model de database and it is compared against a relational database. At least, 
several queries is performed looking for insight that would be fraud evidences.

4 |  ASSOCIATION RULES IN PROCUREMENT PROCESSES
A prototype was developed in order to assist the CGU auditors to fi nd fraud in the 

relationship between companies participating in procurement processes. To achieve this 
goal, association rules between data were applied through the Apriori algorithm.

4.1 METHODOLOGY
The model presented in Figure 1 shows how the data mining phases were used 

in this work. The fi rst step is the Business Understanding where you will have adequate 
understanding of the problem that needs to be solved. The Data Understannding is the 
phase where you will understand the data and leave them in the correct way to use. This 
work will be focused on the next steps of the model that are Data Preparation, Modeling and 
Evaluation. The Deployment step was done at the CGU where auditors were able to use 
and evaluate the application.

Figure 1. Data Mining Phases.
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Data Preparation - the step where the interesting data was chosen from all available 
data in ComprasNet, a web site set up by Ministério do Planejamento, Desenvolvimento 
e Gestão (MPOG) in order to provide information on the procurement processes and 
contracts promoted by the Federal Government to society. Of all existing data available, 
only 6 variables were considered relevant for this project: the purchase identifier, the CNPJ 
of the company that participated in the procurement process, the reference date, the value 
of the purchase and the modality of the procurement process. These columns were chosen 
because they are the only ones required to identify relationships between companies.

Modeling - Data mining was done using the pre-processed data already available 
in the database. The algorithm used in this work was Apriori which will be detailed in 4.2.

Evaluation - Having discovered the patterns of relationship between companies 
through the association rules, they will be presented to CGU auditors through a web 
interface. Therefore, the interpretation and evaluation of this information will be done by 
CGU’s own auditors.

4.2 PROTOTYPE
The prototype was developed using two programming languages, Python and R. 

This decision was made in order to integrate this tool with other tools already deployed in 
CGU which were also developed in Python. It would facilitate integration if this prototype 
was also developed in Python. The R language was used for running the Apriori algorithm, 
using an existing R package. In order to integrate both languages, the rpy2 library was used, 
enabling the execution of R code from the Python application. The prototype was subdivided 
into three main components: Web, Data and Apriori according to the Figure 2.

Web - the Web component is responsible for receiving a certain CNPJ through 
Hypertext Transfer Protocol (HTTP) requests and sending this CNPJ to be processed. 
Once the processing is finished, this component shows the results in the Hypertext Markup 
Language (HTML) format. This component was developed using the Python language. 
CherryPy was chosen to build it, as it is a framework that allows the creation of web 
applications in the same way as any other object-oriented Python program. This results in 
smaller source code developed in less time.
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Figure 2. Prototype components.

Data - this component is responsible for accessing the database and returning a 
list with CNPJs that participated in a purchase alongside the informed CNPJ in the Web 
component. The component makes this list available 

to the Apriori component through a data structure called dataframe. The Data 
component was also developed in Python. The database accessed by this component 
was modeled using the MySQL Workbench tool Community6 in version 6.3.9. The created 
database table contains a column for each column present in the data extracted on the pre-
processing step.

Apriori - association rules were applied in the procurement data available at 
ComprasNet in order to identify the possible correlations between the companies. The 
algorithm used to apply these association rules was Apriori, which recognizes frequent 
items. For an item to be considered frequent, it must appear in the transactions in at least 
an amount equal to the minimum support. The set of items analyzed by the algorithm will 
be the CNPJs returned by the Data component. The Apriori algorithm was applied using an 
implementation in the R language. To exemplify the application of Apriori in the procurement 
process data, CNPJ 007XXXXXXXXXXX was used. One of the rules resulting from the 
application was the following:

                                                             [1]
1                                             039XXXXXXXXXXX
2                                                            ->
3                                             676XXXXXXXXXXX
4                                                     0.3333333
5                                                           1
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Notice that in this rule, specifi cally in Lines 1 and 3, that the CNPJs related by the 
rule are presented. In Line 4, the support is presented and in Line 5, the confi dence used 
in the application of the rule is presented. It can be concluded from this rule that in 33% of 
the purchases made between CNPJs 007XXXXXXXXXXX and 039XXXXXXXXXXX CNPJ 
676XXXXXXXXXXX was also contained in the set of buyers.

4.3 RESULTS
The prototype’s interface is shown in Figure 3. Note that it contains the CNPJ of the 

companies participating in the rule, the number of victories of each company participating 
in the procurement process, the lift, confi dence and support used in the Apriori algorithm.

The search fi eld can be used to search for the CNPJ present on the left side of the 
rules generated by the algorithm. The column Company and the column Participated with 
are the companies that participated in the procurement process with the CNPJ searched 
and appear on the right side of the rules. There are no limits regarding the number of 
companies that can participate in the bids together with the CNPJ searched.

Figure 3. Prototype interface.

Initially, the prototype was executed locally with access to a base of 4,482,006 records 
(Table 4). Afterwards, the fi rst tests in CGU were executed in order to collect feedbacks of 
the prototype’s execution. Today, the developed prototype is executing in CGU with access 
to a base of 123,940,403 records that correspond to 20 years of procurement process data 
from 1997 to 2017.

EXECUTION ENVIRONMENT NUMBER OF RECORDS
LOCAL 4.482.006

FIRST TESTS AT CGU 37.522.993
REAL ENVIRONMENT CGU 123.940.403

Table 4. Number of records in relation to the execution environment.
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An interesting use case found for the prototype was to use it in conjunction withother 
existing tools on CGU. Particularly, the use of the prototype alongside Yggdrasil, a CGU 
tool that searches for links or relationships between CNPJs, made it possible to fi nd a link 
between associates from two different companies who were participating in a procurement 
process together, which could be an indicative of fraud. The prototype built in this study was 
used to fi lter possible CNPJs in order to limit the search space, given that there are about 
500 million CNPJs that could have a link. This way, the interesting CNPJs were narrowed 
down to those who appeared together in an association rule produced by the prototype, 
which made the search much easier. 

Figure 4 illustrates the link found by Yggdrasil. The circles in red are companies’ 
CNPJs and the link is represented by an edge between two vertices on the graph.

Figure 4. Link between two companies found in Yggdrasil system.

5 |  CONCLUSION
The CGU has a responsibility to fi ght corruption and for that, it is necessary to consider 

frauds such as stunts and cartels. This work proposes the use of data mining in procurement 
process data in order to fi nd relationships between the participating companies.

In order to discover the relationships between companies in the Federal Government 
bidding processes, CGU’s auditors would have to manually analyze all procurement process 
data available on the ComprasNet, which makes this task unfeasible. Thus, this work was 
developed in order to assist the auditors work on the discovery of relationships between 
companies participating in procurement processes.
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The auditor familia with such relationships can check if there are other indications 
of a fraudulent relationship using another system already built by CGU that verifies links 
between companies.

The prototype developed during this study allows for the scope of analysis to be 
broadened regarding a certain CNPJ, and can be complemented by the analysis of links 
between companies. Finding all the links, or smaller paths, coupled with a base of over 500 
million relationships would be computationally costly and only a few relationships would 
really be relevant. However, in conjunction with the prototype, it may indicate which sets of 
companies are most interesting to analyse.
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