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APRESENTAÇÃO
A Engenharia de Computação é a área que estuda as técnicas, métodos 

e ferramentas matemáticas, físicas e computacionais para o desenvolvimento de 
circuitos, dispositivos e sistemas. Esta área tem a matemática e a computação como 
seus principais pilares. O foco está no desenvolvimento de soluções que envolvam 
tanto aspectos relacionados ao software quanto à elétrica/eletrônica. O objetivo é a 
aplicação das tecnologias de computação na solução de problemas de Engenharia. Os 
profissionais desta área são capazes de atuar principalmente na integração entre software 
e hardware, tais como: automação industrial e residencial, sistemas embarcados, sistemas 
paralelos e distribuídos, arquitetura de computadores, robótica, comunicação de dados e 
processamento digital de sinais.

Dentro deste contexto, esta obra aborda os mais diversos aspectos tecnológicos 
computacionais, tais como: desenvolvimento de um método de verificação biométrica 
de indivíduos; uma abordagem para encontrar evidências de fraude aplicando técnicas 
de mineração de dados a bancos de dados públicos das licitações do governo federal 
brasileiro; o desenvolvimento de um método computacional para a classificação automática 
de melanomas; a aplicação de algoritmos recentes de aprendizagem de máquina, 
denominados XGBoost e Isolation Forest, para predição de irregularidades no consumo 
de energia elétrica; um modelo de receptor 5-HT2C humano que foi criado através de 
modelagem por homologia e estudos de acoplamento molecular com os ligantes ácido 
fúlvico, paroxetina, citalopram e serotonina; a análise do uso do Controlador Lógico 
Programável (CLP), apresentando sua composição (estrutura, programação e linguagem 
Ladder), montagem, vantagens e desvantagens, exemplo de tipos e fabricantes; uma 
sugestão de melhoria das etapas de análise de negócios e engenharia de requisitos, por 
meio do uso de conceitos viáveis de metodologias ágeis; a construção de um aplicativo, 
denominado QEnade, para a disponibilização de questões do ENADE para os estudantes; 
uma síntese conceitual do PC voltada para âmbito educacional referente à educação 
básica brasileira; um sistema de localização híbrido capaz de usar diferentes tecnologias 
para fornecer a localização interna e externa de robôs ou de outros dispositivos móveis; 
um sistema de sumarização multidocumento de artigos de notícias escritos em português 
do Brasil; o emprego de duas técnicas de aprendizado de máquinas para prever se parte 
do público infantojuvenil da cidade de Monte Carmelo esta suscetível a algum risco ou 
situação constrangedora nas redes sociais; a identificação das principais tecnologias 
que estão sendo utilizadas no contexto de Transformação Digital no cenário mundial; os 
elementos utilizados na construção de um sistema computacional, sem custo financeiro 
para a instituição e de fácil compreensão para o usuário, que utiliza os conhecimentos 
estatísticos para realizar a descrição, a apresentação e análise dos dados coletados; 
uma discussão acerca da confiabilidade das informações disseminadas na internet, para 



entender os riscos e a importância da avaliação dos conteúdos encontrados no ambiente 
virtual; uma proposta de estratégia para a navegação de robôs semiautônomos baseada 
apenas em informações locais, obtidas pelos sensores instalados no robô e um planejador 
probabilístico que gera caminhos a serem seguidos localmente por ele, garantindo assim 
o desvio de obstáculos.

Sendo assim, está obra é significativa por ser composta por uma gama de trabalhos 
pertinentes, que permitem aos seus leitores, analisar e discutir diversos assuntos importantes 
desta área. Por fim, desejamos aos autores, nossos mais sinceros agradecimentos pelas 
significativas contribuições, e aos nossos leitores, desejamos uma proveitosa leitura, 
repleta de boas reflexões.

Ernane Rosa Martins
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ABSTRACT: Energy fraud is a critical 
economical burden for electric power or- 
ganizations in Brazil. In this paper we present 
the application of cutting-edge Machine 
Learning algorithms, namely XGBoost and 
Isolation Forest, for prediction of irregularities 
in electrical energy consumption. By using a 
Logistic Regression model as a benchmark, 
we show that the use of XGBoost results in 
a significant improvement in the F1-score for 
fraud predictions in two different scenarios: 
with and without inspection history features. 
Moreover, we also propose the use of the 
Isolation Forest algorithm for detection of 
anomalies in electrical energy consumption. 
We show that this approach may be useful in 
the case of lack of inspection history features, 
surpassing dummy classifiers. 
KEYWORDS: machine learning, energy 
Fraud, XGBoost, anomaly detection.

UTILIZANDO GRADIENT BOOSTING 
E DETECÇÃO DE ANOMALIAS 

PARA PREDIÇÃO DE FRAUDES NO 
CONSUMO DE ENERGIA

RESUMO: A Fraude em consumo de 
energia elétrica é um grande problema para 
distribuidoras de energia elétrica no Brasil. 
Neste trabalho é descrita a aplicação de 
algoritmos recentes de aprendizagem de 



Tecnologias, Métodos e Teorias na Engenharia de Computação Capítulo 4 31

máquina, denominados XGBoost e Isolation Forest, para predição de irregularidades no 
consumo de energia elétrica. Tendo modelos de regressão logística como algoritmo base 
de comparação, mostra-se que o uso do método XGBoost permite obter um aumento de 
performance significativo no valor de F1-score para predição de fraudes em dois cenários 
distintos, com a presença ou ausência de dados históricos de inspeções de equipamentos 
in loco. Além disso, descreve-se o uso do algoritmo de Isolation Forest para detecção de 
anomalias no consumo de energia elétrica. Mostra-se que esta estratégia é útil na situação 
em que históricos de inspeções não estão disponíveis, resultando em uma capacidade 
preditiva superior à aleatoriedade.  
PALAVRAS-CHAVE: Aprendizagem de máquina, fraude em distribuição de energia, 
XGBoost, detecção de anomalias.

1 | 	INTRODUCTION
The last few decades have witnessed a drastic increase in global energy consumption, 

driven by the accelerated growth of industry and technology. In special, world electricity 
consumption almost duplicated in the last quarter-century with new demands such as 
accessibility to home appliances and transportation [ENERDATA 2019]. In the future, 
despite the development of more efficient devices and production processes, it is expected 
a steady 1% annual growth in electricity demand [Antunes Lima 2019]. 

Competition for market share in electrical utility industry has raised the energy 
loss during distribution as a major concern for generation companies in order to increase 
efficiency [Management Solutions 2017]. The reasons for energy loss in distribu- tion lines 
can be separated in two types: technical and non-technical [Antunes Lima 2019, Doukas et 
al. 2011, Management Solutions 2017]. The first case is inherent to the physical properties 
of electricity transport through grid, when a fraction of energy is converted and dissipated 
through heat or lost due to inductive and capacitive effects [Antunes Lima 2019, Doukas 
et al. 2011, Management Solutions 2017]. The second type of energy loss comprises in 
fraudulent practices by consumers that deliberately modify energy measuring devices in 
order to reduce household bills or perform new illegal electricity connections on main power 
cables in the neighborhood [Smith 2004, Ford et al. 2014, Cody et al. 2015a, Coma-Puig et 
al. 2016]. Despite being a crime in many countries, energy fraud is a widespread practice 
encouraged by the difficulty in verification, which relies mainly on in situ inspections. 

In Brazil, the high incidence of energy fraud is a critical economical burden for electric 
power organizations. According to ANEEL (the Brazilian Electricity Regulatory Agency), it 
was estimated a loss of 14% of total electrical energy available for distribution on 2016, 
with fraud practice accounting for approximately half of this deficit and a total burden of 
$1.2 billion at the same year [Antunes Lima 2019,Maia 2017]. This amounts to 3.6 times 
the last year’s budget for the National Council for Scientific and Technological Development 
(CNPq1). 

1	  http://www.portaltransparencia.gov.br/orgaos/20501?ano=2018 
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Recently, advancements in machine learning algorithms and computing power 
provided novel solutions to boost efficiency in detection of energy frauds. Based on pat- 
terns and anomalies identification in consumption, predictive models can highlight poten- 
tial candidates for in situ inspection and reduce the cost of energy fraud detection [Ford et 
al. 2014, Cody et al. 2015a]. Herein, we describe the application of state-of-the art machine 
learning techniques for fraud detection in electrical energy consumption. These studies 
resulted in robust predictive models for fraud occurrence based on gradient boost- ing 
applied to registry profiles and energy consumption records. Moreover, we also pro- pose a 
generalized and unsupervised model for fraud detection based on consumption anomalies 
inferred by isolation forests. 

2 | 	RELATED WORK
Several applications of supervised and unsupervised machine learning algorithms 

for pre- diction of fraud and irregularity in electric utility can be found in literature. [Messinis 
and Hatziargyriou 2018]. Examples of implementations of usual supervised methods include 
the application of support vector machines to identify customer’s abnormal consumption 
behavior based on previous energy usage data [Nagi et al. 2010, Alfarra et al. 2018]. Other 
case studies of well-established machine learning methods focused on fraud detec- tion 
in electricity consumption are the use of decision trees [Monedero et al. 2012, Cody et 
al. 2015b], logistic regression, linear discriminant analysis ( [Lawi et al. 2017]) and time 
series [Nogales et al. 2002]. Additionally, recent studies have provided new insights with 
the use of more complex machine learning models, such as Neural Networks [Nizar et al. 
2008, Monedero et al. 2006, Costa et al. 2013] and rough set theory [Spiri et al. 2014]. 
Within the scope of Unsupervised Learning, Cabral et al. in [E. Cabral et al. 2008] present 
self-organizing maps that learns historical consumer energy consumption behav- ior. This 
study is focused in high voltage electricity consumers. Furthermore, [Angelos et al. 2011] 
proposes a two step methodology in order to find consumers with similar consumption 
profiles and hence potential fraudsters. This methodology consists of: (i) a C-means-
based fuzzy clustering and (ii) a fuzzy classification system to rank users according to their 
irregular patterns.

3 | 	METHODOLOGY 
This section describes the methodology used in the present research. First, we 

discuss the two datasets provided by CPFL Energia2. The datasets basically consist of 
the same features and also share the same target distribution, but diverge with relation to 
historical information. The first dataset containing outdated information was used to fit the 
2	  CPFL Energia, Rua Jorge de Figueiredo Correa, n 1632, Jardim Professora Tarclia CEP 13.087-397, Cam-
pinas/SP, Brazil. 
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model. Later, a second dataset containing more recent information was used in an out-of-
time validation. Secondly, we introduce the model used for this fraud classification task, the 
XGBoost model. We also provide a list of hyperparameters in which we performed a grid 
search. 

3.1	 Datasets
In order to develop predictive models for fraud in energy consumption, the following 

primary datasets were considered: (i) reports of local inspections and (ii) history of en- 
ergy consumption for each registry. The datasets were provided by CPFL Energia, a utility 
company distributing electricity. They contain data of a medium-size brazilian city with around 
700 thousands customers between February of 2014 and September of 2018. Considering 
[Messinis and Hatziargyriou 2018] definitions, the dataset contains low-resolution energy 
data, with a time resolution of one day, at consumer level. Af- ter feature engineering and 
categories aggregation a total of 64 features was employed in statistical modeling studies. 
For confidentiality reasons, the variables information are condensed in classes as described 
in Table 1. The resulting features are very similar to the ones described in [Messinis and 
Hatziargyriou 2018]. The fraud event variable describes exclusively the fraudulent or non-
fraudulent events observed by the company investiga- tors. Any irregular behaviours with 
no proved malicious intent has been discarded. 

Feature Description 
Fraud event Target variable labelling fraud (1) and non- fraud events (0), as reported 

by local inspection 
meter ID Meter identifier related to the consumer 

t0 Inspection date used as reference for feature values 

Inspection history Variables describing the history of inspections results for a specific meter 
equipment. 

Meter characteristics Set of variables describing different meter char- acteristics (e.g.: age of 
equipment, model, man- ufacturer brand). 

Geographic location geographic variable calculated from the meter location. 
Consumption at inspection 
date Total electrical energy consumption in kwh, as measured at t0

Consumption history Historical energy consumptions before t0

Consumption statistics Set of statistic variables calculated from con- sumption history (e.g.: 
coefficient of variation). 

Table 1. Fraud dataset description.

Figure 1 shows the fraud distribution in the two datasets used in the present article. 
The first one will be the basis to fit the classification model contains nearly 35 thousand 
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records, while the second one will be used to validate the model out-of-time and contains 
nearly 7 thousand records. It is straightforward to see the conservation of fraud proportion 
between both datasets. They both present an unbalanced dataset with around 72% of 
regular events and 28% of irregular or fraud events. 

Figure 1: Fraud distribution in original (a) and out-of-time (b) datasets. Regular and irregular 
situations are displayed in blue and orange, respectively. The fi gures in bracket represent the 

true numbers of investigated customers for each category. 

3.2 XGboost classifi er for fraud consumption 
We approach the problem of fraud detection as a supervised binary classifi cation 

problem and set the fraud event feature (described in Section 3.1) as our target. The 
remaining features are used to fi t a XGBoost model. 

The XGBoost algorithm [Chen and Guestrin 2016] is a decision-tree-based en- 
semble model that has been fi rst introduced in 2014. It uses gradient boosting, an iterative 
and additive approach where new models are trained to predict the residuals of prior mod- 
els. Since we defi ned fraud detection as a binary classifi cation problem, we use logistic 
regression (LR) for binary classifi cation as our learning objective. 

We perform a grid search over 5 hyperparameters: (i) Number of Estimators, (ii) 
Sub-sampling of Columns, (iii) Maximum Depth and regularization (iv) Gamma and (v) Min 
Child Weight (Minimum sum of instance weight (hessian) needed in a child leaf). We set 
our learning rate to 0.1. Remaining hyperparameters are set to default values. Table 2 
shows the hyperparameters and the respective values on which we have performed the 
grid search. 

Hyperparameter Values
n_estimators 10-560
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col_subsampling 0.3, 0.5
max_depth 1-12
gamma 1, 4, 10, 20
min_child_weigth 1, 4, 10

Table 2. Hyperparameter grid search for XGBoost

The grid search is performed using 5-Fold [Raschka 2018] cross-validation. For 
evaluating the model performances, we use the F1-score. It is a metric defined as the 
harmonic mean between Precision and Recall, and is considered a parsimonious metric 
when dealing with unbalanced problems, which is our case. 

3.3	 Unsupervised analysis
We apply an anomaly detection analysis, making use of the less amount of data 

per observation. In special, we made no use of ”fraud” labels when training the model, 
making it unsupervised. The anomaly detection model produces an ”anomaly score” for 
each exam- ple, analogous to how a binary classifier would produce a score for the ”True” 
label. We treated the unsupervised anomaly score as a fraud score, such that ”common” 
examples (with low anomaly score) were considered as legitimate, and ”odd” examples 
(with high anomaly score) were considered fraudulent. We fitted an Isolation Forest model 
( [Liu et al. 2008]), using all the data in which we had no label (no inspections were made), 
and evaluated the predictions on the inspected population. We made no parameter tuning, 
relying on the default parameters of the scikit-learn implementation [Liu et al. 2012]. After 
fitting, we ignored the default labels and have chosen the threshold that maximized the F1-
score, based on the precision-recall curve. 

4 | 	RESULTS AND DISCUSSION
In this section we compare the results obtained with the XGBoost model and a LR 

model. Both models were tested over two different datasets, one containing inspection 
history data, and a second without such features. We also show how we conducted feature 
selec- tion to refine the XBoost model. Furthermore, there is a section dedicated to the topic 
of anomaly detection over energy consumption. In this, we show that anomaly scores may 
be used as indicative of fraud. 

4.1. Models Comparison for Fraud Detection 
Inspection history variables demonstrated to be among the most important features 

for fraud prediction. Hence, we created a new dataset by excluding inspection history data, 
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namely Newcomers. We chose to compare XGBoost with a LR model since it would be 
a good benchmark for a binary classification task. Therefore, we test XGBoost and LR 
performances over both datasets. 

Three metrics were used to assess of these algorithms: F1-score, precision and re- 
call. F1-score is the more adapted when addressing unbalanced classification problems, as 
it is the case here. In Table 3, results show that XGBoost outperforms LR in both settings, 
in particular for the newcomers customers. And, for all metrics, the ”All customers” case 
displays higher performance than the ”Newcomers”’s one. It is expected since customer 
historical data are taken into account.

All customers Newcomers
LR XGBoost LR XGBoost 

F1
Precision
Recall 

0.67 
0.79
0.58 

0.8 
0.9
0.71 

0.13
0.37
0.08 

0.61
0.81
0.48 

Table 3. Fraud metrics for comparing performance of Logistic Regression (LR) and XGBoost 
models.

4.2 Out-of-time model validation 
The out-of-time validation process checks the model robustness on a later dataset 

than the one on which the model has been fitted. It is useful when the application of a model 
to a population is changing over time such as the energy consumption. Results considering 
all customers as well as newcomers are displayed in table 4, both using XGBoost algorithm. 
Considering ”All customers” column, we note a slight and consistent decrease in all the 
metrics. This trend is also observed for the newcomers except for the recall where the 
increase is not relevant regarding the standard deviation. 

All customers Newcomers 
F1 
Precision 
Recall 

0.72 
0.82 
0.64 

0.59 
0.66 
0.53 

Table 4. Out-of-time validation.

4.3 Model refinement
The XGBoost model automatically provides a list of the features ranked by their 

impor- tance on the predictive model problem. Following this list as an importance rank, we 
gradually increased the number of features in order to observe the smallest set of features 
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with higher importance that could provide a high predictive accuracy. We performed this 
study considering both the full dataset and the group of consumers with no previous 
inspection history (newcomers). 

Figure 2 shows the change in F1-score for both cases with the gradual addition 
of features based in importance rank. As can be observed for the more general case 
considering all type of consumers (2(a)), F1-score drastically increases when the fi rst 4 
features are considered. These fi rst 4 features consist with information of the coeffi cient 
of variation of energy consumption along last year, sum of previous fraud events for the 
location, and features that describes meter equipment age and geographical location. 

Figure 2: Refi nement of predictive models in order to keep only the most relevant features for 
predictive effi ciency for (a) all costumers and (b) costumers with no previous inspection history 

(newcomers). 

When removing features related to historical inspection (Figure 2(b)), we observe a 
change in the pattern of F1-score increase, with a more gradual growth in performance and 
two main substantial increases: (i) after including the 8th and (ii) the 30th feature ranked 
by importance. In order to keep a predictive model with highest F1-score, we considered 
for the case of newcomers the top 42 features to be considered in the fi nal model. Table 5 
summarizes the results obtained for external cross-validation and external hold-out datasets. 

F1 external CV F1 hold-out
All consumers 
Newcomers

0.80 
0.78

0.76 
0.60

Table 5. Refi nement of models.
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Moreover, a pattern change in the final prediction models that is worthy to mention 
is the role of the most important features for fraud distinction. While historical fraud events 
are crucial features for the most general model considering all consumers, in the absence 
of historical features (newcomers), the obtained models still present considerable external 
predictive power with the geolocation and consumption coefficient of variation being the 
most important contributors for fraud discrimination. 

4.4 Anomaly detection may help when there is no labeled data 
Extending our analysis to contexts when even less data is available, we removed 

the cor- rect labels from our training set, making the problem unsupervised. Assuming that 
data irregularities could be indicative of fraud, we use Isolation Forest ( [Liu et al. 2008]), an 
anomaly detection that does not have label supervision, as described in 3.3. To test this, we 
collected a subset of the data in which the proportion of frauds and was approximately 11%, 
comparing the results with the expected within our subset of data. Because we have no prior 
information about the target (it is unavailable in this setting), the precision does not raise 
above the true proportion, which is 11%. Hence, the best f1 score achievable in this setting 
is when all samples are categorized as frauds (at least reaching 100% recall). 

The results, shown in Table 6, indicate that anomaly scores can be used as a proxy 
for fraud. Specially when the amount of unlabeled data is big, the anomaly results are a 
considerable improvement over a random baseline. 

Random Random with same recall Anomalies
F1 

Precision 
Recall

0.20 
0.11 
1.00

0.18 
0.11 
0.50

0.30 
0.21 
0.50

Table 6. Frauds detected as anomalies.

5 | 	CONCLUSIONS AND FUTURE WORK
In this paper, we presented both a supervised and an unsupervised approaches to 

detect fraud using data from CPFL Energia, a utility company distributing electricity. 
Regarding the supervised study, models using XGBoost algorithms outperformed 

the benchmark logistic regression models displaying a F1-score of 0.8. We explained this 
difference by the fact that XGBoost models perform better on unbalanced datasets, as 
it is the case here. The resulting model has then been successfully validated on an out-
of-time dataset and newcomers, which are populations without any investigation historic. 
A refinement study was also conducted, using the XGBoost feature importance list as a 
reference. For the model considering the general case of all type of consumers, the filtered 
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predictive models presented very low decrease in F1-score metric even when con- sidering 
only the four most important features. Among these features, there are data that accounting 
consumption changes that suggests to be able to identify the changes in the customers 
behavior, historical fraud observations and a geographic variable related to the meter 
location. 

On the other hand, for the unsupervised study, we ran an anomaly detection algo- 
rithm using Isolation Forest and it has shown promising results. 

The results presented in this article only concern one mid-size city, and should 
be apply to other geographic regions. By doing so, we would potentially create a generic 
version of the fraud detection model. 
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