Joyrnal of

Engineermg

Research

ISSN 2764-1317 vol. 5, n. 9, 2025

Acceptance date: 24/12/2025

COMPARATIVE ANALYSIS

OF GLOBAL AND REGIONAL
CYBERSECURITY: A FOCUS ON
MEXICO AND LATIN AMERICA

Nicolas Alonzo Gutiérrez
National Technological Institute of Mexico/Apizaco Technological Institute

Lucia Muhoz Davila
National Technological Institute of Mexico/Apizaco Technological Institute

All content published in this journal is licensed under the Creative Commons Attribution 4.0 1
BY International License (CC BY 4.0).
[ 1]



ABSTRACT: This article analyzes the cur-
rent state of cybersecurity globally, with
an emphasis on Mexico and Latin Ameri-
ca, by comparing five recent reports: ISC2
(2024), KPMG (2024), PwC (2025),
ESET (2024), and a local survey by Tec-
NM. The findings reveal significant simila-
rities in talent gaps, Al adoption, persistent
threats such as ransomware and phishing,
and regulatory challenges. Common pat-
terns are identified that call for comprehen-
sive cyber resilience strategies, increased in-
vestment in training, and clear policies for
Al use. Collaboration across sectors and the
adoption of robust security frameworks are
key to mitigating risks.

KEYWORDS: Cybersecurity, cyber resi-
lience, ransomware, artificial intelligence,
talent gap, regulation, Latin America, MS-
MEs, phishing, awareness.

Introduction

Cybersecurity has become a funda-
mental pillar for the economic and oper-
ational stability of organizations globally.
In a context marked by rapid digital trans-
formation, the adoption of artificial intel-
ligence (Al), and increasingly sophisticated
threats, it is imperative to understand the
current state of digital security from a com-
prehensive perspective. This article seeks to
offer a comparative view of the global cy-
bersecurity situation, with a special focus
on Mexico and Latin America, based on
the analysis of five recent reports: the ISC2
Cybersecurity Workforce Study (2024),
the KPMG Cybersecurity Survey (2024),
the PwC Digital Trust Insights (2025) —
Mexico Edition, the ESET Security Re-
port (2024) — Latin America, and a local
survey conducted by the National Techno-
logical Institute of Mexico / Technological
Institute of Apizaco (TecNM-ITA) (2024),
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supplemented by the findings of the 3rd
Cybersecurity Study in Mexico 2023 by
AIMX and CDETECH.

The convergence of findings between
these reports allows us to identify patter-
ns and trends that transcend borders and
sectors. In the Mexican context, there is a
marked dichotomy between large compa-
nies and MSMEs, with the latter operating
on limited or no budgets, lacking formali-
zed policies, and showing insufficient pre-
paredness against threats such as phishing,
ransomware, and identity theft. These data
reflect a complex scenario, where lack of
preparedness, insufficient investment, and
the rapid evolution of threats represent
common challenges.

Methods

Five main data sources were used to
conduct this comparative analysis:

1. ISC2 Cybersecurity Workforce Stu-
dy (2024): Global survey of 15,852

professionals.

2. KPMG Cybersecurity Survey (2024):
Focus on Security Operation Center

(SOC) leaders in the US.

3.PwC Digital Trust Insights (2025)
— Mexico: Data from 4,042 global
executives, with segmentation for
Mexico.

4. ESET Security Report (2024) — Latin
America: Surveys and telemetry from
2,141 professionals in the region.

5. Tec(NM-ITA Survey (2024): Local
data from 27 Mexican companies,
supplemented by the 3rd Cybersecu-
rity Study in Mexico 2023 by AIMX
and CDETECH, which included
1,293 users, 324 families, and 257
companies.
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The analysis was conducted by iden-
tifying six cross-cutting thematic categories
and comparing the findings of each report
in each of them. Figure 1 shows a bar chart
displaying cybersecurity indicators and
illustrating the thematic interconnections
identified. The qualitative analysis was com-
plemented by a quantitative synthesis of the
data reported in the reports.

Table 1 presents a detailed analysis of
the key similarities identified in the reports
analyzed, organized by thematic categories,
and summarizes the most relevant findings
in each of these categories in a comparative
manner.

In relation to the talent and skills gap,
59% of professionals surveyed by ISC2 re-
port significant impacts due to skills gaps,
while KPMG identifies that 47% of SOC
leaders have talent retention issues. In the
Mexican context, the situation is exacerba-
ted by the fact that only 27% of employe-
es receive regular training, according to the

ESET study.

70% 66%

60% 53%
50%
40%
40% 35%
30%

30%
20%
10%

0%

Porcentaje

59%

45% 47%

27%

m Fishing (reported incidents)

m Cyberattack in the last year (organizations - KPMG)

m At least one incident (ESET organizations)
Increased attack surface (by GenAl)

n Highly important automation (leadérs)

wImplementation of GenAl (cybersecurity teams)

m Regular training (employees)

m Talent retention (SOC leaders)

m Skill gaps (significant impacts)
Source: own elaboration

Figure 1 Cybersecurity indicators.
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Regarding the adoption of Al and
automation, ISC2 indicates that 45% of
cybersecurity teams have implemented Ge-
nAl in their security tools, corroborated by
KPMG, which notes that 66% of leaders
consider Al-based automation to be “very
important.” However, PwC warns that 53%
of organizations have seen their attack surfa-
ce increase due to GenAl.

In terms of persistent threats, ESET
reports that 30% of organizations in Latin
America suffered at least one security inci-
dent in 2023, while KPMG indicates that
40% experienced a cyberattack in the last
year. In Mexico, studies agree that phishing
is the most prevalent threat, accounting
for between 30% and 40% of reported
incidents.

Results

The results of the comparative analysis
confirm the existence of common cyberse-
curity challenges at the global and regio-
nal levels. Table 2 presents a comparative
summary of the most relevant quantitative
findings organized by thematic category.

The results reveal that the talent gap
significantly affects organizations™ ability to
protect themselves against cyber threats. The
ISC2 study shows that 59% of professionals
believe that skills gaps impact their ability to
protect organizations, while KPMG iden-
tifies that 47% of SOC leaders face talent
retention issues. In Latin America, ESET
reports that only 27% of employees receive
regular training on security issues.

In terms of the adoption of emerging
technologies, ISC2 indicates that 45% of
cybersecurity teams have implemented Ge-
nAl in their security tools. KPMG corrobo-
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Category ISC2 (2024) KPMG (2024) | PwC (2025) ESET (2024) | TecNM-ITA/
AIMX
Talent gap 59% report 47% have Only 25% 62% consider | Only 27%
impact from talent retention | allocate budget | the budget receive regular
skills gaps problems to key risks insufficient training
Al adoption 45% use 66% consid- 53% report - -
GenAl in er Al “very an increase in
security tools | important” attack surface
due to GenAl
Persistent - 40% expe- - 30% suffered | Phishing
threats rienced a incidents; main threat
cyberattack in ransomware (30-40%)
the last year common
Regulation 65% believe - 98% increased | - -
more regula- investment due
tions are need- to regulations
ed for GenAl
Investment 37% report - 83% expectto | 62% consider | 22% of MS-
budget cuts increase their the budget ME:s without
budget in 2025 | insufficient a specific
budget line
Training - - - Only 27% 18% never car-
receive regular | ry out aware-
training ness campaigns
Table 1 Key similarities identified in cybersecurity reports
Category Metric ISC2 KPMG PwC ESET (Latin | TecNM-ITA
(Global) (SOC) (Mexico) America)
Talent Professionals | 59 47 - - -
affected by
breaches
Talent Periodic - - - 27% 26%
training
received
Al GenAl 45 66 - - -
adoption
Al Increased - - 53% - -
attack surface
Threats Organiza- - 40% - 30% 48
tions with
incidents
Threats Phishing - - - 40% 30
attacks
Investment | Budget cuts | 37 - - - -
Table 2. Comparative cybersecurity results by thematic category
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rates this trend, noting that 66% of leaders
consider Al-based automation to be “very
important.” However, PwC warns that 53%
of organizations have experienced an incre-
ase in their attack surface due to the imple-
mentation of GenAl.

Regarding security threats, ESET
documents that 30% of organizations in
Latin America suffered at least one securi-
ty incident in 2023, while KPMG reports
that 40% experienced a cyberattack in the
last year. In Mexico, TecNM-ITA identi-
fies phishing as the most prevalent threat,
accounting for 30% of reported incidents,
followed by identity theft (15%) and infor-

mation loss (11%).

In terms of investment, there is a pa-
radox where PwC reports that 83% of orga-
nizations in Mexico in the region surveyed
expect to increase their cybersecurity bud-
get in 2025, while ISC2 indicates that 37%
globally report budget cuts. ESET finds that
62% of organizations consider the allocated
budget to be insufficient, and in Mexico, in
the region, TecNM-ITA reveals that 22% of
MSMEs do not have a specific budget line
for cybersecurity.

Finally, in the regulatory sphere, PwC
highlights that 98% of Mexican companies
increased their investment in cybersecurity
due to regulations, while ISC2 notes that
65% of professionals believe that more regu-

lations are needed for the safe use of GenAl.

Discussion

The findings of this study reveal a
fundamental paradox: although there is wi-
despread recognition of the importance of
cybersecurity and an increase in investment,
critical gaps remain in talent, implementa-
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tion of advanced measures, and adoption of
resilience frameworks. The similarity in the
challenges and solutions reported globally
and regionally suggests that solutions must
be coordinated and based on international
best practices.

Al emerges as a dual factor in the cyber-
security landscape. While it offers powerful
tools for defense and automation of security
processes, it also expands the attack surface
and introduces new risk vectors. The lack of
clear strategies for its safe use, reported by
ISC2 (2024) and PwC (2025), represents a
significant vulnerability that requires imme-
diate attention.

The discrepancy between the percep-
tion of preparedness and the reality of in-
cidents suggests possible overconfidence or
lack of visibility in the face of sophisticated
threats. While KPMG reports that 85% of
SOC leaders feel prepared, ESET docu-
ments that 30% of organizations suffered
security incidents. In Mexico, in the region
surveyed, this gap is accentuated by the
disparity between MSMEs and large com-
panies, where the former operate in highly
vulnerable conditions due to budgetary and
technical limitations.

The exploitation of old vulnerabilities,
as reported by ESET (2024), where 81%
of attacks with exploits targeted old vulne-
rabilities in Office, underscores the critical
importance of patch management and con-
tinuous updates as basic security measures.

Conclusions

Cybersecurity faces common challen-
ges at the global and regional levels, inclu-
ding the talent gap, Al adoption, persistent
threats, and regulatory requirements. To
move toward greater resilience, the following
is recommended:
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1. Strengthen talent training and re-
tention through specialized programs,
certifications, and academia-industry
collaboration, with a particular focus

on the needs of MSMEs.

2. Develop comprehensive strategies
for Al adoption that include poli-
cies for safe use, governance, and risk
management specific to generative
technologies.

3. Increase investment in advanced
technologies such as EDR, Threat In-
telligence, and DLP, with specific su-
pport mechanisms for MSMEs throu-
gh subsidy schemes and specialized

technical advice.

4. Promote collaboration between sec-
tors to share threat intelligence, best
practices, and coordinate responses to
significant incidents, particularly in
critical sectors.

5. Harmonize regulatory frameworks
that facilitate compliance without hin-
dering innovation, and establish mi-
nimum security standards by sector,
considering operational particularities
and risk levels.

6. Foster a culture of cybersecurity
through national awareness campaigns
and digital education programs from
an early age, with special attention to
the human factor as a critical link in
security.

These actions, implemented in a coor-
dinated manner between the public, priva-
te, and academic sectors, will contribute to
building a more secure and resilient digital
ecosystem in Mexico and Latin America.
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GLOSARIO DE SIGLAS
TECNICAS

APT - Advanced Persistent Threat (Amena-

za Persistente Avanzada)

CIS - Center for Internet Security (Centro
para la Seguridad en Internet)

CPE - Estindar de nomenclatura manteni-
do por NIST (National Institute of Stan-
dards and Technology) que proporciona
un método estructurado para identificar
y describir de manera tnica plataformas
tecnoldgicas.

CVE - Common Vulnerabilities and Ex-
posures (Vulnerabilidades y Exposiciones
Comunes).

CVSS - Common Vulnerability Scoring
System (Sistema de Puntuacién de Vulnera-
bilidades Comunes).

DISA STIGs (Security Technical Imple-
mentation Guides del Defense Information
Systems Agency - Guias de Implementacién
Técnica de Seguridad de la Agencia de Siste-

mas de Informacién de Defensa).

DLP - Data Loss Prevention (Prevencién de

Pérdida de Datos).

EDR - Endpoint Detection and Response
(Deteccién y Respuesta en Endpoints).

GDPR - General Data Protection Regula-
tion (Reglamento General de Proteccién de
Datos).

GPO - Group Policy Object (Objeto de Di-
rectiva de Grupo).
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IDS - Intrusion Detection System (Sistema
de Deteccién de Intrusiones).

IPS - Intrusion Prevention System (Sistema
de Prevencidn de Intrusiones).

LAPS - Local Administrator Password Solu-
tion (Solucién de Contrasenas de Adminis-
trador Local).

NIST - National Institute of Standards and
Technology (Instituto Nacional de Estdnda-
res y Tecnologfa).

OVAL - Open Vulnerability and Assessment
Language (Lenguaje Abierto de Vulnerabili-
dades y Evaluaci6n).

PCI-DSS - Payment Card Industry Data
Security Standard (Estindar de Seguridad
de Datos para la Industria de Tarjetas de
Pago).

SCAP - Security Content Automation
Protocol (Protocolo de Automatizacién de

Contenido de Seguridad).
SCCM - System Center Configuration Ma-

nager (Administrador de Configuracién de
System Center).

SIEM - Security Information and Event
Management (Gestién de Eventos e Infor-
macién de Seguridad).

SOC - (Security Operation Center) Equipo
centralizado de profesionales de ciberseguri-
dad que monitorean, analizan y responden a
amenazas de seguridad en una organizacién
las 24 horas del dia, los 7 dias de la semana.

STIG - Security Technical Implementation
Guide (Guia de Implementacién Técnica de

Seguridad).

UEBA - User and Entity Behavior Analytics
(Andlisis de Comportamiento de Usuarios y
Entidades).
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