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Abstract: Introduction: Software-genera-
ted medical prescriptions have been widely 
incorporated into healthcare systems to 
optimize therapeutic safety and efficiency. 
However, these tools can lead to clinically 
significant errors when alert messages are 
confusing or information is poorly organi-
zed, compromising the quality of care and 
patient safety. Objective: To examine the 
risks associated with electronic prescribing 
and propose strategies to reduce errors, im-
prove system usability, and strengthen safe-
ty in clinical practice. Method: A systema-
tic review of the literature published over 
the past ten years was conducted to identify 
studies documenting the frequency, types 
of errors, and consequences of software-as-
sisted medical prescriptions across different 
healthcare settings. Results: The evidence 
reveals frequent issues such as dosing er-
rors, duplicate drug prescriptions, unde-
tected drug interactions, and adherence 
difficulties, with a higher incidence among 
polymedicated patients, children, and older 
adults. These failures are linked to adverse 
reactions, intoxications, prolonged hos-
pitalizations, and even fatal outcomes, in 
addition to ethical and legal repercussions 
for healthcare professionals. Critical factors 
identified include software Usability and 
clarity of communication, where non-in-
tuitive interfaces and deficient designs con-
tribute to mistakes. Conclusion: Electronic 
prescribing represents a highly promising 
tool to improve healthcare quality but re-
quires substantial improvements in design, 
validation, and professional training to en-
sure safe use and minimize clinical, ethical, 
and legal risks.

Keywords: Electronic prescribing, Medi-
cation errors, Patient safety, Drug interac-
tions, Usability of medical software, Adver-
se drug reactions

INTRODUCTION

Prescribing medication is a complex 
process that seeks to select the most appro-
priate treatment for each patient, taking 
into account their clinical condition, the 
availability of medications, and the appro-
priate dosaje [1]. However, this process is 
not immune to errors, especially in settin-
gs where electronic prescribing systems are 
used. Several studies have documented that 
the introduction of these tools, while im-
proving the standardization and traceability 
of medical orders, can also lead to errors re-
lated to transcription, dosage, inappropria-
te combinations, or interoperability issues 
between platforms [1].

Errors arising from electronic pres-
criptions can have significant clinical con-
sequences, including adverse reactions, poi-
soning, and reduced treatment adherence, 
as well as generating economic and legal 
burdens for healthcare systems. Given this 
situation, it is essential to systematically 
examine the scientific evidence on the risks 
and benefits of electronic prescribing, as 
well as the most common causes of associa-
ted medication errors.

The objective of this systematic re-
view is to synthesize the available scientific 
literature on the risks induced by clinical 
prescriptions generated by software, analy-
ze the impact of confusing messages on cli-
nical decision-making, and evaluate their 
implications for patient safety. It also seeks 
to identify common causes of error repor-
ted in studies and propose guidelines that 
contribute to improving the validation and 
reliability of electronic prescribing systems 
in the healthcare setting.
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METHODOLOGY

This study was based on a systematic 
review of descriptive literature on the risks 
arising from software-generated prescrip-
tions, for which two approaches were used: 
The collection of data from previous studies 
related to prescription errors generated by 
computer systems, and an analysis of cases 
in real clinical settings, where articles were 
taken into account and errors in electronic 
prescribing, patient safety, and the risks as-
sociated with the use of software in prescri-
bing were analyzed over the last ten years 
(2013-2025). 

Case studies in hospitals and clinics 
that have documented incidents related to 
electronic prescribing errors, research on the 
impact of prescribing systems on patient 
safety and medication administration were 
also investigated. 

Likewise, a review of articles and stu-
dies published in the PubMed and Scopus 
databases for the last ten years (2013-2025) 
was conducted. These databases were selec-
ted for their wide selection of articles and 
scientific rigor.

For the systematic search of articles, 
specific search equations were used for each 
database, with the following for Scopus:

“ ( T I T L E - A B S -
KEY(“electronic prescribing” 
OR “e-prescription” OR 
“computerized physician 
order entry” OR CPOE OR 
“clinical decision support 
system”) AND TITLE-ABS-
KEY(“medication error*” 
OR “prescribing error*” 
OR “adverse drug event*” 
OR “risk*” OR “patient 

safety” OR “harm”) AND 
TITLE-ABS-KEY(“software” 
OR “health information 
technology” OR “usability” 
OR “automation bias” OR 
“system failure”) AND 
TITLE-ABS-KEY(“ca se 
study” OR “case report” 
OR “observational study” 
OR “qualitative study” OR 
“retrospective study”)) AND 
PUBYEAR > 2013 AND 
PUBYEAR < 2025”

And for PubMed: 

“ ( ( “ e l e c t r o n i c 
prescribing”[MeSH Terms] 
OR “computerized physician 
order entry”[MeSH Terms] 
OR “e-prescription” OR 
“CPOE” OR “clinical decision 
support systems”[MeSH 
Terms]) AND (“medication 
errors”[MeSH Terms] OR 
“prescribing errors” OR 
“adverse drug event” OR 
“patient safety” OR “risk” OR 
“harm”) AND (“software” 
OR “health information 
technology” OR “system 
failure” OR “automation 
bias” OR “usability”) AND 
(“case reports”[Publication 
Type] OR “case study” OR 
“observational study” OR 
“qualitative study” OR 
“retrospective study”))Filters: 
from 2014 - 2024”

On the other hand, guidelines from 
health and patient safety institutions at the 
World Health Organization (WHO), the 
Institute of Medicine (IOM), and the Na-
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tional Patient Safety Agency (NPSA) were 
reviewed.

Figure 1 shows the flowchart used for 
the selection of studies in the systematic re-
view on electronic prescribing, medication 
errors, and clinical decision support systems. 
In the identification phase, 166 records 
were initially retrieved from the Scopus da-
tabase and 19 from PubMed. After applying 
inclusion and exclusion criteria and remo-
ving duplicates, the sample was reduced to 
83 articles in Scopus and 14 in PubMed. 
Subsequently, in the screening stage, those 
studies that did not meet the objectives of 
the review were discarded, leaving 40 arti-
cles from Scopus and 13 from PubMed.

In the eligibility phase, 19 articles from 
Scopus and 10 from PubMed were reviewed 
in full text. Finally, after critical evaluation 
of methodological quality and thematic re-
levance, 27 studies were selected to form the 
evidence base for the analysis of this review. 
This process ensures a rigorous and trans-
parent approach to the selection of scienti-
fic literature, in accordance with PRISMA 
recommendations.

RESULTS

In the literature review of the articles 
presented above, different risks associated 
with software-generated drug prescriptions 
were found. The main findings are presen-
ted below:

- Electronic prescribing system: 
Electronic prescribing (ePrescribing) 
systems show great promise in making 
healthcare safer, more efficient, and 
more cost-effective. They have been 
shown to reduce prescribing errors and 
costs. [2] 

- Medication reconciliation: Medi-
cation reconciliation is the process of 
comparing a patient’s prescriptions 
with all the medications they have 
been taking. This reconciliation is 
performed to avoid medication er-
rors, such as omissions, duplications, 
dosing errors, or drug interactions. It 
should be performed at every transi-
tion of care where new medications are 
prescribed or existing prescriptions are 
rewritten. [3]

- Shared medication record: Accor-
ding to the FDA, a shared medication 
record is a list of medications a patient 
uses, maintained so it can be easily 
shared with healthcare professionals 
or caregivers, and can be created using 
paper, mobile apps, or online forms, 
helping to manage treatment safely 
and effectively. [4]

- Prescription safety: According to 
the Colombian Ministry of Health, 
prescription safety consists of ensuring 
that medications are prescribed accu-
rately, appropriately, and in a timely 
manner, minimizing errors such as 
incorrect dosages, dangerous interac-
tions, or duplications, especially in pa-
tients undergoing multiple treatments. 
To this end, strategies such as medica-
tion reconciliation upon hospital ad-
mission and discharge, the use of elec-
tronic prescribing systems, ongoing 
training of healthcare personnel, and 
the implementation of clinical guide-
lines that promote good practices are 
applied, all with the aim of protecting 
patients, improving therapeutic adhe-
rence, and reducing preventable adver-
se events. [5]  
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Fig 1. Flow diagram of article inclusion and exclusion for the revie
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- Usability testing: Usability refers to 
how easily people can use an interfa-
ce or product to accomplish a specific 
task. This is achieved when the design 
is intuitive, efficient, satisfying, and ac-
cessible to all types of users. It encom-
passes both the user experience and the 
simplicity of achieving a goal through 
a system or device, making it applica-
ble to both software and hardware. [6]

- Effectiveness of patient care: Quali-
ty of care is the degree to which health 
services for individuals and popula-
tions increase the likelihood of desired 
health outcomes.  It is based on evi-
dence-based professional knowledge 
and is fundamental to achieving uni-
versal health coverage. [1] 

- Adverse drug reaction: An adverse 
drug reaction (ADR) is any harmful 
and unexpected effect that occurs after 
the administration of a drug in normal 
doses used to prevent, diagnose, or tre-
at diseases. These reactions can range 
from mild symptoms such as itching, 
redness, or hives to severe manifesta-
tions such as anaphylaxis or toxic epi-
dermal necrolysis, which require ur-
gent medical attention. [7]

- Personalized medicine: Personali-
zed medicine is an emerging practice 
in medicine that uses an individual’s 
genetic profile to guide decisions made 
regarding disease prevention, diagno-
sis, and treatment. Knowledge of a 
patient’s genetic profile can help phy-
sicians select the appropriate medicine 
or therapy, as well as administer the 
appropriate dose or regimen. [8]

Several cases documented in the re-
viewed articles were examined where risks 

associated with software-generated prescrip-
tions in hospitals and clinics were presented. 
The following themes emerged as recurring:

- Dosage error: An analysis of re-
viewed articles, such as that by Gandhi 
and Lee (2010), pointed out that a lack 
of clarity in the dosage and frequency 
of administration of medications can 
lead to misunderstandings for both 
healthcare professionals and patients, 
resulting in serious dosage errors. [9]
General Surgery, and Vascular Surgery 
of a tertiary hospital. Method Pros-
pective observational 6-month study. 
Technology-induced errors were clas-
sified according to various taxonomies. 
Interrater reliability was measured. 
Consequences were assessed by inter-
viewing patients and healthcare pro-
viders and classified according to their 
severity. Main outcome measure Pre-
valence of technology-induced errors. 
Results A total of 117 patients were 
included and 107 technology-induced 
errors were recorded. The prevalence 
of these errors was 3.65%. Half of the 
errors were clinical errors (n = 54 

- Increase in prescribed medications 
in polymedicated patients: The in-
crease in prescribed medications in 
polymedicated patients may be due to 
the presence of multiple diseases (mul-
timorbidity), the lack of regular medi-
cation reviews, the lack of coordina-
tion between healthcare professionals, 
and the inappropriate use of drugs, 
as evidenced by the increase in medi-
cation-related problems (MRPs) and 
inappropriate polypharmacy, which 
increases risks to patient health. [10]
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- Duration of prescription use: One 
of the most common errors related to 
the duration of prescription use is not 
clearly specifying the treatment pe-
riod, which can lead patients to pro-
long or interrupt the use of the medi-
cation incorrectly. It is also common 
for the date of issue to be omitted or 
for chronic treatments to be prescribed 
without indicating periodic check-
-ups, which encourages indefinite use 
without medical supervision. [11]

- Medication errors: According to 
studies by Bates et al. (2000) and the 
World Health Organization, medica-
tion errors resulting from electronic 
prescribing systems are a major cause 
of adverse events in patients. Errors 
can include incorrect prescription of 
medications, erroneous dosages, or 
undetected drug interactions. These 
errors can result from confusing mes-
sages due to unclear instructions or 
failures in system interoperability. [12]
however, they may also introduce new 
areas of risk. Despite recent advances 
in identifying these risks, the develop-
ment and use of ePrescribing systems is 
still leading to numerous unintended 
consequences, which may undermi-
ne improvement and threaten patient 
safety. These negative consequences 
need to be analysed in the design, 
implementation and use of these sys-
tems. We therefore aimed to unders-
tand the roots of these reported thre-
ats and identify candidate avoidance/
mitigation strategies.\nMETHODS: 
We analysed a longitudinal, qualita-
tive study of the implementation and 
adoption of ePrescribing systems in six 
English hospitals, each being concep-

tualised as a case study. Data included 
semistructured interviews, observa-
tions of implementation meetings and 
system use, and a collection of relevant 
documents. We analysed data first wi-
thin and then across the case studies.\
nRESULTS: Our dataset included 214 
interviews, 24 observations and 18 do-
cuments. We developed a taxonomy of 
factors underlying unintended safety 
threats in: (1

- Software-induced errors: Softwa-
re-induced errors in medical prescri-
bing, known as technological errors, 
arise when computer systems designed 
to improve safety end up generating 
errors due to poor design, confusing 
interfaces, or poorly configured au-
tomation. Among the most common 
are: incorrect selection of medications 
from poorly organized drop-down 
lists, erroneous dosages due to prede-
termined units, omission of warnings 
about interactions or duplications, and 
administrative errors such as incorrect 
routes of administration or pharma-
ceutical forms. [13].

- Consequences of medication er-
rors: The consequences of medication 
errors can be serious and multifacto-
rial, affecting both patient health and 
the efficiency of the healthcare system. 
Clinically, these errors can cause ad-
verse reactions, poisoning, worsening 
of the disease, prolonged hospitaliza-
tions, and even death. [14] .

After applying the search and selection 
criteria, a body of evidence consisting of 27 
scientific articles published between 2004 
and 2021 was consolidated. This selection 
provides an overview of the evolution of 
knowledge on the safety of electronic pres-
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cribing. Table 1 details the bibliographic 
characteristics of each study included.

For example, early studies, such as the 
seminal work by Ash et al. (2004), were a 
wake-up call. We believed that digitization 
was a panacea for human error, but we soon 
discovered that technology could generate 
new types of errors. The work of Koppel 
et al. (2008) was crucial in exposing sys-
temic vulnerabilities, demonstrating that 
poor design could facilitate errors rather 
than prevent them. We had underestimated 
the complexity of the clinical environment 
(15-16).

Studies such as that by Slight et al. 
(2013) began to quantify the discrepancies 
between the physician’s intention and the 
final pharmacy label. We began to see more 
specific analyses, such as the risks in vulne-
rable populations such as pediatrics (Cres-
swell & Sheikh, 2012) and the lack of in-
tegration between systems (Mozaffar et al., 
2016), a problem that persists to this day. 
(20,21, and 27)

Current references no longer mention 
whether technology is good or bad, but ra-
ther how to design it to adapt to human 
workflow. Research now focuses on the usa-
bility, communication, and intelligence of 
systems.

DISCUSSION

In the analysis of the previously re-
viewed articles, an assessment was made 
to identify the issues that contribute to the 
risks posed by software in medical prescrip-
tions and thus provide possible solutions. 
Firstly, one of the most relevant findings 
in the reviews was the confusion caused by 
the messages generated by the software, i.e., 

the patient does not understand the pro-
cedure to be followed with the medication 
and may therefore experience problems re-
lated to the medication, such as whether 
or not the patient requires the medication, 
whether or not they need it, whether it is 
effective for their condition, etc. Secondly, 
there are medication errors, which are there-
fore an important factor requiring greater 
care, both for pediatric patients and older 
adult patients, who are the most vulnerable 
and most frequently affected in hospitals. 
Consequently, this error leads to a lack of 
credibility in electronic prescription sys-
tems, where errors occur in the assignment 
of medication, routes of administration, 
or dosage. This is consistent with previous 
studies by the World Health Organization 
(2024), Whereas previous studies had al-
ready warned about the impact of electronic 
prescribing systems on patient safety, this 
study indicated that despite the implemen-
tation of advanced systems, lack of clarity 
and confusion in messages continue to be 
common causes of errors. Similarly, incor-
rect dosages and undetected drug interac-
tions are the main consequences of this type 
of situation, which can have a direct impact 
on patient health.

Thirdly, we have the increase in me-
dication in polymedicated patients, This is 
one of the main problems where patients 
suffer from one or more underlying condi-
tions, such as type 2 diabetes mellitus and 
high blood pressure with kidney failure or 
heart failure, where a significant number 
of tablets are prescribed, which can cause 
medication-related problems, such as in-
teractions between them and minimized 
bioavailability. Similarly, some patients may 
be confused about the prescription and the 
correct dosage and storage of each drug. 
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Table 1. Summary of Articles Included in the Systematic Review on Electronic Prescribing and Patient 
Safety (Vancouver Style).

These results highlight the urgent need for 
electronic prescription systems to be desig-
ned with intuitive interfaces that minimize 
ambiguity and provide clear instructions. 
and finally, there is the problem of shared 
medication records, where healthcare pro-
fessionals are provided with easy access to 
information about the medications prescri-
bed to patients. This can lead to the impru-
dent prescription of a drug that the patient 
previously took for a condition that they no 
longer need, as it is easier for the professio-
nal to simply re-prescribe these medications 
to save time. Although automated systems 
have the potential to reduce errors, a lack of 
confidence in their accuracy may lead pro-
fessionals to perform additional manual che-
cks, which could negate the benefits of these 
systems. This aspect is also supported by 
previous studies, such as that by (11), who 
reports that mistrust of electronic systems 
can increase workload and generate wides-
pread skepticism among users. In addition, 
the need to manually confirm prescription 

orders creates a double workload for health-
care professionals, which could compromise 
efficiency in high-demand care settings.

Given the problems outlined above, 
it is necessary to seek measures to address 
these circumstances with regard to medical 
prescriptions, where a possible solution to 
this problem would be the implementation 
of continuous training programs for heal-
thcare professionals, ensuring that they are 
well prepared to use technologies efficiently 
and understand the messages generated by 
the systems. Likewise, encouraging them 
to provide feedback on their knowledge as 
professionals, using different tools such as 
artificial intelligence to provide good pa-
tient care. On the other hand, an important 
aspect to improve is the presentation of in-
formation related to drug dosages and inte-
ractions. Interfaces must be understandable 
and consistent for physicians, pharmacists, 
and other healthcare professionals. Finally, 
to improve this situation, it is crucial to 
increase the reliability and transparency of 
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systems by using technologies that provide 
clear and understandable feedback on po-
tential errors, interaction alerts, and pres-
cription recommendations. Improving con-
fidence in these systems and the knowledge 
of professionals will be key to ensuring that 
the benefits of electronic systems are reliable 
and safe.

CONCLUSIÓN

The research presented shows that, 
although electronic prescription systems 
represent a significant advance in the mo-
dernization of healthcare, their implemen-
tation is not without risks that directly 
compromise patient safety. Errors resulting 
from confusing messages, design flaws, un-
clear and unrepresentative interfaces, or lack 
of interoperability between platforms lead 
to critical consequences such as dosing er-
rors, treatment duplication, undetected in-
teractions, and adherence problems, which 
mainly affect vulnerable patients such as 
children and older adults. These events not 
only have clinical repercussions such as ad-
verse reactions, poisoning, prolonged hospi-
talizations, or even death, but also ethical, 
legal, and economic repercussions for heal-
thcare professionals and institutions.

The analysis shows that human and te-
chnological factors are related, as a lack of 
trust in systems forces professionals to per-
form manual checks that increase workload 
and reduce process efficiency. It is therefo-
re essential to move towards more reliable, 
clear, and transparent systems that integrate 
safety alerts, shared medication records, and 
automated feedback on potential errors or 
interactions.

Finally, continuous training for heal-
thcare professionals, together with impro-
vements in platform design and the inte-

gration of advanced tools such as artificial 
intelligence, are key strategies for ensuring 
that electronic prescribing fulfills its purpo-
se: to guarantee safe, effective, and patient-
-centered treatments, minimizing associated 
risks and strengthening confidence in tech-
nology applied to medicine.
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