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Abstract: The rapid co-evolution of Artifi-
cial Intelligence (AI) and blockchain tech-
nology has exposed a persistent gap between
intelligence—the ability to extract insight
from data—and trust—the assurance that
data, models, and decisions are transparent,
verifiable, and tamper-proof. This study
introduces the Unified Trust-Intelligence
Framework (UTIF), an end-to-end archi-
tecture that natively fuses Al and distribu-
ted-ledger technologies to deliver auditable,
privacy-preserving, and energy-aware in-
telligent services. A systematic review com-
pliant with PRISMA guidelines (167 peer-
-reviewed sources, 2018-2024) reveals four
critical deficiencies in the current literature:
(i) the lack of formal on-chain model certi-
fication, (ii) opaque immutability of ope-
rational logs, (iii) limited cross-chain and
cross-domain interoperability, and (iv) sub-
-optimal energy footprints. UTIF addresses
these gaps through: On-chain algorithmic
certification that fingerprints model wei-
ghts and training metadata via cryptogra-
phic hashing. Federated data governance
that combines privacy-preserving federa-
ted learning with zero-knowledge proofs
(ZK-SNARKS) for regulatory compliance
(GDPR, EU Al Act). An Al-assisted hybrid
PoS-BFT consensus that dynamically tunes
fault-tolerance parameters under varying
network self-verifiable
MLOps pipeline deployed on Hyperled-
ger Fabric with Layer-2 rollups, providing

conditions. A

continuous integration, delivery, and au-
dit trails. Experimental validation uses two
open-access  benchmarks—MIMIC-IV
(clinical) and ECB-SDW (financial)—exe-
cuted on a 20-node heterogeneous testbed.
UTTF reduces transaction latency by 38 %
and operational energy consumption by
27 % compared with Fabric 2.x and PoA
baselines, while enhancing adversarial ro-
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bustness (F1 + 12 %) through on-chain
model attestation. A perception survey of
46 domain experts reports a statistically
significant boost in trustability (+1.27 +
0.31 on a 5-point Likert scale, p < 0.01).
Stress tests show 98 % valid throughput
under Sybil scenarios with 1,000 malicious
nodes, maintaining a carbon footprint be-
low 0.25 kg CO, e per 1,000 transactions.
The findings demonstrate that deep, nati-
ve convergence of Al and blockchain can
simultaneously achieve measurable trust
guarantees, competitive performance, and
sustainability. The article concludes with
regulatory implications, identified limita-
tions (network scale, oracle dependencies),
and a research roadmap toward edge-to-
~cloud, 6G-ready, Web3-compliant intelli-

gent infrastructures.

Keywords: Al-Blockchain integration; di-
gital trust; on-chain model certification;
federated learning; zero-knowledge proofs;
energy-efficient consensus; MLOps.

Introduction
Artificial Intelligence (AI) has become

a general-purpose technology, permeating
strategic sectors such as healthcare, finan-
ce and critical infrastructure. Its impressive
capability to learn from data and automate
complex reasoning is matched, however, by
a widespread trust deficit rooted in opacity,
bias and the difficulty of certifying model
provenance (Afroogh et al., 2024).

Blockchain
trast, was conceived as a trust machine: an

technology, by con-

immutable, decentralised ledger that offers
verifiable data integrity, transparent au-
dit trails and programmable governance.
Recent studies show that combining both
paradigms can transform “black-box” Al
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pipelines into auditable glass-box systems,
where every data sample, parameter update
and decision rationale can be hashed, time-
-stamped and independently verified (Lo et
al., 2023).

Problem statement and research
gap

Despite promising pilots, current Al-
blockchain integrations remain fragmen-
tary. Three structural gaps dominate the
literature:

1. Model Attestation — Very few fra-
meworks provide formal, on-chain
certification of model weights and
training metadata, leaving room
for tampering or undeclared re-
training (Lo et al., 2023).

2. Scalability & Energy Efficiency
— Conventional consensus (e.g.,
Proof-of-Work) introduces laten-
cy and carbon overheads that are
incompatible with real-time Al

Proof-of-Federated-Le-

arning (PoFL) offers a first step

services.

toward useful-work consensus but
is still under-explored in produc-
tion settings (Qu et al., 2021).

3. Data-Governance Silos — Cross-
-domain datasets remain locked
behind organisational or jurisdic-
tional borders. Early attempts to
federate industrial IoT data with
blockchain achieve privacy gua-
rantees yet struggle with hetero-
geneity and dynamic membership
(Luetal., 2019).

These limitations hinder the emergen-
ce of native Al-blockchain stacks capable of
delivering both high-performance intelli-
gence and verifiable trust at scale.
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Research objectives and questions

To bridge the intelligence—trust divide,
this article pursues the following objectives:

e O1: Design a unified architectural
framework that embeds trustwor-
thy-Al principles directly into blo-
ckchain layers.

e 02: Quantify the impact of on-

-chain model certification on
adversarial robustness, data-line-
age transparency and regulatory

compliance.

* O3: Evaluate hybrid consensus
schemes (PoS-BFT augmented
with PoFL) in terms of latency,
throughput and energy footprint.

From these objectives we derive three

guiding research questions (RQs):

* RQI: How can cryptographic
primitives  (hashing, = Merkle
proofs, ZK-SNARKS) be orches-
trated to attest Al model prove-
nance without leaking sensitive
information?

*  RQ2: What performance trade-o-
ffs arise when Al pipelines are exe-
cuted partly on-chain and partly
off-chain?

* RQ3: Which governance patterns
best balance decentralisation, au-
ditability and privacy in multi-s-
takeholder environments?

Hypotheses and expected
contributions

We posit two central hypotheses:

* HI1 (Trust—Robustness Hypothe-
sis): On-chain model attestation
reduces successful adversarial at-
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tacks by 2 10 % compared with
off-chain baselines.

e H2 (Useful-Work Hypothesis):
Replacing hash-based puzzles with
federated-learning tasks cuts con-
sensus energy consumption by >
25 % without compromising BFT
safety.

The article’s principal contributions
are:

1. Unified Trust-Intelligence Fra-
mework (UTTF): a layered referen-
ce architecture that fuses MLOps
pipelines with permissioned-plus-
-rollup blockchain infrastructure.

2. Certifiable MLOps Module:
smart-contract templates that hash
model artefacts and issue verifiable
certificates.

3. Hybrid PoS-BFT-PoFL Consen-
sus: an adaptive protocol driven by
Al-based fault prediction.

4. Empirical Evaluation: a 20-node
testbed using MIMIC-IV and
ECB-SDW datasets demonstra-
ting latency, robustness and ener-
gy metrics that outperform state-
-of-the-art baselines.

Methodological overview

The study combines design science
and experimental evaluation. First, require-
ments are elicited from a systematic PRIS-
MA review of 167 papers (2018-2024).
Next, UTTF is specified with formal models
for data governance, consensus and model-
-lifecycle management. A prototype is im-
plemented on Hyperledger Fabric (v3.x)
plus zk-rollups. Finally, performance is
benchmarked against three baselines: Fabric
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2.x, Geth-PoA and a PoFL-only network.
Statistical significance is assessed via Welch’s
t-test (a = 0.05).

Theoretical and
conceptual foundations

This section situates the proposed Uni-
fied Trust-Intelligence Framework (UTIF)
within the mature bodies of knowledge that
underpin artificial intelligence (AI), distri-
buted-ledger technology (DLT), and digi-
tal-trust theory. Taken together, the five sub-
sections provide the conceptual scaffolding
on which the architectural design (Section
4) and the empirical evaluation (Section 7)
are built.

Artificial Intelligence: learning
paradigms, generative and
foundation models, explainability,
transparency and certified
robustness

Modern Al draws on three canonical
paradigms—supervised, unsupervised and
reinforcement learning—to extract patter-
ns, uncover latent structure and optimise
sequential decision-making. Deep-learning
breakthroughs (LeCun, Bengio, & Hinton,
2015) have pushed supervised methods to
human-level accuracies in computer vision
and speech, while unsupervised approaches
such as variational auto-encoders enable da-
ta-efficient representation learning (Kingma
& Welling, 2014). Reinforcement-learning
(RL) agents—famously exemplified by Al-
phaGo Zero (Silver et al., 2017)—show
how large-scale self-play can achieve super-
-human performance without labelled data.

Transformers have generalised sequen-
ce modelling and given rise to multimodal
foundation models capable of zero/few-shot
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generalisation (Brown et al., 2020). From
a trust perspective, these models introduce
new attack vectors (prompt injection, pri-
vacy leakage) and exacerbate explainability
deficits that UTTF must explicitly mitigate.

Explainable Al (XAI) research maps a
spectrum from post-hoc feature attributions
(e.g., SHAP, LIME) to inherently interpre-
table architectures. Recent surveys stress that
industrial uptake of XAI remains low due to
unstable explanations across model versions
and the absence of standardised evaluation
metrics.

Formal methods such as interval bou-
nd propagation and linear relaxation deliver
a priori guarantees that a model’s output will
not change under bounded adversarial per-
turbations (Gowal et al., 2018). These certi-
ficates, however, are issued off-chain and are
thus susceptible to tampering—a gap UTIF
addresses through cryptographic anchoring
of certificates on the ledger.

Blockchain and distributed-ledger
technologies

A blockchain is an append-only log
in which each block cryptographically links
to its predecessor via a hash pointer, provi-
ding immutability under the assumption of
an honest-majority network (Maestre et al.,
2022). Merkle trees enable efficient mem-
bership proofs, a property UTIF leverages
to attest Al artefacts.

Consensus protocols coordinate un-
trusted nodes to agree on the next valid
block. Proof-of-Work (PoW) guarantees li-
veness and safety at the cost of high ener-
gy use, while Proof-of-Stake (PoS) reduces
environmental impact but introduces “no-
thing-at-stake” risks. Byzantine Fault-Tole-
rant (BFT) protocols such as PBFT deliver
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sub-second finality in permissioned settings.
Recent surveys catalogue twelve major fa-
milies of consensus and highlight emerging
useful-work directions—e.g., Proof-of-Fe-
derated-Learning (PoFL)—aimed at recy-
cling compute cycles for socially valuable

tasks.

Smart contracts extend the ledger with
deterministic code that executes under con-
sensus. Oracles bridge on- and off-chain
worlds but form privileged attack surfaces
demanding robust trust anchors. Scalabi-
lity solutions—rollups, state channels and
Directed-Acyclic-Graph (DAG) ledgers—
trade global ordering for throughput, as
summarised by recent DAG-focused con-
Sensus reviews.

Digital-Trust theory:
conceptualising trust, risk and
reputation models and trust in Al-
blockchain convergence

Trust can be framed as a positive ex-
pectation regarding the intentions or com-
petence of another actor (McKnight, Chou-
dhury, & Kacmar, 2002). In sociotechnical
systems, trust is not binary but spans cog-
nitive (knowledge-based), affective (relatio-
nal) and institutional (structural assurances)
layers (Séllner et al., 2013).

Trust formation is inversely related to
perceived risk; reputation systems therefore
mediate trust in online markets (Gefen et
al., 2003). In DLTSs, reputation is often en-
coded as stake or delegations, whereas Al pi-
pelines rarely externalise risk metrics—crea-
ting an asymmetry UTIF resolves through
on-chain provenance.

Empirical studies confirm that ledger-
-anchored audit trails improve expert con-
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fidence in Al decisions, especially in safety-
~critical domains (Lo et al., 2023).

Complementary work in Computer
magazine illustrates how blockchain streng-
thens data integrity pipelines that feed large
models.

Intrinsic synergies between Al and
Blockchain

These complementarities motivate
UTIF’s design choice to embed MLOps ar-
tefacts directly within the ledger rather than
merely interfacing with it.

* Integrity of training data: Immu-
table storage of data hashes thwarts
poisoning attacks and supports re-
producible science.

*  Decentralised learning: Federate-
d-learning frameworks enriched
with blockchain provenance regis-
tries protect privacy while enabling
cross-enterprise collaboration.

* Al-enhanced consensus and go-
vernance: Reinforcement-learning
agents can dynamically tune BFT
parameters to trade off latency
against security under volatile ne-
twork conditions, while anomaly-
-detection models flag malicious
validators in near real-time.

Open challenges and research
opportunities

These gaps inform the research ques-
tions and hypotheses articulated in Section
1 and shape the engineering requirements

addressed by UTIE

* Interoperability: Heterogeneous
chains (e.g., public Ethereum vs.
permissioned Fabric) lack standar-
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dised handshakes, hindering cross-

-domain Al pipelines.

*  Scalability vs. Determinism: On-
~chain execution of compute-he-
avy inference remains impractical;
hybrid roll-up architectures requi-
re formal semantics to guarantee
state consistency.

* Energy footprints: PoW-centric
networks consume orders of mag-
nitude more energy than typical
Al inference clusters; integrating
useful-work consensus could align
incentives but remains experimen-
tally unproven.

*  Ethics and regulation: The EU Al
Act and MiCA introduce com-
pliance layers whose automated
enforcement on-chain is nascent.

*  Governance: Decentralised Auto-
nomous Organisations (DAOs)
promise collective oversight yet
struggle with voter apathy and plu-
tocracy—issues magnified when
Al models evolve autonomously.

Systematic reviews of
the state of the art

This section summarises the evidence
base that informed the design of the Uni-
fied Trust-Intelligence Framework (UTIF).
Following PRISMA-2020 guidelines, we
conducted a transparent, replicable review
that maps where, how and why Artificial
Intelligence (AI) and blockchain have been
combined during 2018-2024.

Bridging intelligence and trust: A unified framework for Al and Blockchain integration
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Search string:

("artificial intelligence" OR "machine learning" OR "federated learning")
AND ("blockchain" OR "distributed ledger" OR "DLT")
AND (integration OR framework OR consensus OR provenance)

Figure 1. Search string with arduino

Review protocol

Databases & timespan. Searches were
run in Web of Science, Scopus, IEEE Xplo-
re, ACM DL, ScienceDirect, and MDPI be-
tween January 2018 and March 2025.

Selection criteria.

e Inclusion: peer-reviewed journal
or CORE-A*/B conference pa-
pers, English, explicit technical in-
tegration of Al + blockchain.

*  Exclusion: patents, editorial notes,
papers focusing on only one of the
two technologies.

Screening outcome. 931 records were
identified; 214 duplicates removed; 717 ti-
tles/abstracts screened; 461 full texts asses-
sed; 167 met all criteria. The PRISMA 2020
flow diagram and 27-item checklist were
used to report each stage.

Data extraction & quality appraisal.
For every study we recorded venue tier, in-
tegration direction, application domain,
evaluation metrics, dataset availability, and
replication artefacts. Methodological rigour
was rated with a modified CASP checklist
(scores 0-10); 71 % of the papers scored > 7.

Al for Blockchain (63 studies, 38 %)

Collectively, these studies demonstrate
that Al can enhance throughput, security,
and sustainability of ledgers, yet most pro-
totypes remain lab-scale (< 25 nodes) and
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rarely benchmark against production-grade
networks.

Blockchain for Al (78 studies, 47 %)

Despite progress, only 22 % of studies
perform formal risk assessments; none im-
plement legally binding smart-contract es-
crow for liability transfer.

auditability:
Hyperledger-Fabric pilots hash every trai-
ning batch and gradient update, enabling
post-hoc forensics of mislabelled data.

Data-provenance &

Privacy-preserving federated learning:
Lu et al. integrate permissioned blockchain
with FL to remove the central aggregator
and provide immutable model-update logs,
achieving 8-12 % accuracy uplift on indus-

trial IoT datasets while satisfying GDPR

constraints.

Incentive engineering: Token-based
reward mechanisms—e.g., dynamic stake
slashing or reputation staking—mitigate
free-rider effects in cross-hospital FL for me-
dical imaging (AUC +4 % vs. fixed-reward

baselines).

End-to-end integration frameworks
(26 studies, 15 %)

Across frameworks, critical gaps persist
in cross-chain asset transfer, formal seman-
tics for model certificates, and automatic

compliance with the EU Al Act.

Bridging intelligence and trust: A unified framework for Al and Blockchain integration
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Sub-theme

Representative work

Key findings

Useful-work consensus

Proof-of-Federated-Learning
(PoFL) replaces hash puzzles with
model training to recycle energy

Cuts energy by = 27 % versus
PoW while keeping BFT safety

Dynamic parameter tuning

RL agents adapt PBFT view-chan-
ge timers under volatile networks,
trimming average latency by
18 % (simulation, 50 nodes)

Intrusion & ano-
maly detection

CNN-LSTM hybrids flag ma-
licious validators with 95 % F1
on public Ethereum traces

Smart-contract verification

Graph-based GNNs predict
re-entrancy vulnerabilities
three blocks before exploita-
tion (top 5 accuracy 91 %)

Table 1. AI for Blockchain

Gap

Evidence

Implication for UTIF

On-chain model cer-
tification absent

Only 5 papers anchoring weight
hashes on-chain; none provide
zero-knowledge proofs to hide
proprietary hyper-parameters

UTTIF introduces ZK-at-
tested model artefacts

Scalability—deter-

minism trade-off

72 % of works rely on off-
-chain computation; roll-up
semantics rarely formalised

Layer-2 roll-ups with opti-
mistic finality and formal
state transition proofs

Energy overhead

PoW/PoS hybrids still ~-3x energy
of equivalent centralised clusters
(median from 11 experiments)

Al-assisted PoS-BF-
T+PoFL consensus

Regulatory compliance

No study provides machi-
ne-readable artefacts for

GDPR/AI-Act audits

UTIF embeds policy smart con-
tracts and immutable audit logs

Interoperability & governance

Less than 10 % implement DAO-
based model lifecycle management;
cross-chain bridges ad-hoc

UTIF defines DID-compat-
ible identity layer and DAO

voting for model updates

Table 2. Synthesis of research gaps
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Platform-centric ~ solutions.  Open
marketplaces such as Ocean Protocol and
SingularityNET focus on data/model ex-

change but outsource trust anchors to exter-
nal chains, leading to interoperability gaps.

Sector-specific ~ stacks.  Energy-grid
pilots combine digital-twin agents with a
permissioned ledger to co-optimise demand

response in near-real time.

Reference architectures &  surveys.
Electronics-Q1 meta-survey classifies inte-
gration efforts into Blockchain-for-AI (Class
1-3) and Al-for-Blockchain (Layer 0-2), un-

derscoring the need for unified ontologies.

Systematic meta-survey. Future Inter-
net 2024 study maps 294 papers and shows
a 61 % annual growth rate in joint Al-blo-
ckchain publications since 2018.

Synthesis of research gaps

These shortcomings motivate the ar-
chitectural decisions detailed in Section 4
and shape the evaluation questions tackled
in Section 7.

Proposed conceptual
frameworks: Unified
Trust-Intelligence
Framework (UTIF)

The Unified Trust-Intelligence Fra-
mework (UTIF) is conceived as a “native-
-convergence” stack in which trust services
provided by distributed-ledger technology
(DLT) and intelligence services provided
by Artificial Intelligence (Al) are co-desig-
ned rather than bolted together ex-post. The
framework is expressed as a layered referen-
ce model that satisfies seven cross-cutting
goals:
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Design principles and functional
requirements

1.

Layered separation of concerns.
Data

workflows and trust enforcement

governance, intelligence
are isolated in distinct yet inte-
roperable layers to avoid “God
contracts’ and to simplify formal
verification.

Zero-Trust network assumption.
Every entity—even consortium
members—is treated as potentially
malicious; credentials and claims
are verified cryptographically ra-
ther than organisationally (Zhang
& Fan, 2024).

Minimal On-Chain footprint.

Only non-repudiable artefacts
(hashes, proofs, certificates) are
kept on-chain; bulky tensors or
raw data remain off-chain to pre-
serve scalability (Brown et al.,

2020).

Block-

-proposal rights are earned by
federated-learning

Useful-Work consensus.

contributing
compute cycles, thereby tying ne-
twork security to Al progress and

lowering wasted energy (Qu et al.,
2021).

Policy-as-Code. Compliance obli-
gations (data-retention windows,
fairness thresholds, audit trails) are
enforced by up-gradable smart-
-contract modules rather than ma-
nual governance (Wu et al., 2024).

Bridging intelligence and trust: A unified framework for Al and Blockchain integration
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Goal

Description

Goal  Description

G1 Trust-by-Design

Immutability, provenance and auditability are built into
every data/model artefact (Zhang & Fan, 2024).

G2 Privacy-Preservation

Personal data never leave their origin; only commitments,

gradients or encrypted shards do (Lu et al., 2019).

G3 Explainability & Certification

Each model version is accompanied by on-chain expla-
natory and robustness metadata (Gowal et al., 2018).

G4 Energy-Aware Security

Consensus recycles useful work (model training) to mini-
mise carbon cost (Qu, Wang, Hu, & Cheng, 2021).

G5 Regulatory Compliance

Smart contracts encode ISO/IEC 42001 (AI-MS) controls
and GDPR/AI-Act duties as machine-readable rules.

G6 Interoperability

DID/VC standards and cross-chain bridges expose UTIF

services to external blockchains and legacy clouds.

G7 Sustainability & Evolvability

Modular micro-services and CI/CD pipelines enable con-
tinuous improvement without network downtime.

Table 3. Model that satisfies seven cross-cutting goals

Folder

Contents

code/chain/

Go-chaincode (ModelRegistry.go, PolicyGuard.go)

Solidity contracts (CertVerifi-
er.sol, IncentiveDAQ.sol)

npm run test:coverage (Hardhat + Chai > 90 % branches)

code/mlops/ Kubeflow operator (federated_job_controller.py)
Argo DAG spec for CI/CD
RL tuner (PPO, Ray-RLIib) pytest -n auto (unit + integration)
code/zkp/ ZoKrates circuits (poseidon_ipp.zok, ml_digest_g16.zok)
Verifier ABIs make zk-proof (Groth16 & STARK back-ends)
Table 4. Source code and smart contract artefacts

Artefact Ledger object Query interface
Training code CID + SPDX licence /code/<cid>
Fairness report JSON Web Token /xai/fairness/<cid>
Robustness cert. ZK-Proof + bound /robust/<cid>
Energy log Telematics feed /energy/<block-id>

Table 5. Model that violates policy thresholds
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Reference architecture

Data-Governance layer

Secure data lake / delta store. Do-
main data stay at source but are
virtualised through a federated ca-
talogue. Each shard is hashed and
the <hash, owner-DID> tuple is
committed to the base chain.

Access-Control smart contracts.
Attribute-based policies (role, pur-
pose, consent) are evaluated on-
-chain before encrypted URIs are
released.

Privacy modules. Differential-pri-
vacy perturbators and secure ag-
gregation functions are embedded
as WASM micro-services callable
by the training pipeline (Lu et al.,
2019).

Intelligence layer

Federated MLOps Orchestrator.
A Kubernetes-native controller
triggers data preprocessing, local
training, model averaging and

validation.

Model repository with content-a-
ddressable IDs. Every new model
artefact is IPLD-addressed and its
CID sealed in the ledger; version
lineage forms a Merkle-DAG.

Explainability engine. Post-hoc
SHAP or counterfactual explana-
tions are generated, signed, and
linked to the corresponding mo-
del CID for downstream audits
(Gowal et al., 2018).
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Trust layer

Permissioned Base Chain
(Layer-1). A BFT variant (HotS-
tuff) provides ~1 s finality for ope-
rational logs.

Rollup Shards
(Layer-2). Optimistic rollups ba-
tch high-rate model-update tran-

Execution

sactions; fraud proofs ensure cor-
rect state transition.

Oracle Mesh. Oracles anchored by
Intel SGX enclaves feed external
risk signals (e.g., market volatili-
ty) to both Al agents and smart

contracts.

Source code and smart contract artefacts

Each file is content addressed (IPFS
CID) and cross-referenced in the ledger’s

ModelRegistry.  Dockerfiles

pin  digest

hashes to avoid supply-chain drift (Zhang
& Fan, 2024).

Information flow and Al-Assisted
consensus

1.

3.

Data-Commit Event. A source
hospital hashes a minibatch and

publishes the commitment.

Training Round. Edge nodes com-
pute gradients: gradients are en-
crypted and posted to a Layer-2
rollup.

Aggregate & validate. The Aggre-
gator DAO validates gradient in-
tegrity (via homomorphic MACs)
and produces a candidate global
model.

Model-Attest Transaction. The
candidate model is certified (Sec-
tion 4.4) and, if valid, becomes a

1

c
o
S
o
o
)
i
£
£
T
<
S
™~
S
o
=
°
c
©
<
<]
k]
X
4]
2
@
€
e
&=
o
2
=S
c
5
<
<
&
2
5
o
c
©
@
g
c
@
2
o
2
£
o
£
=)
z
&




block proposal. Validators compe-
te for block production by presen-
ting the best certified model and
by staking tokens.

5. Al-Tuned BFT. A reinforcement-
-learning agent monitors latency,
forking rate and stake distribution;
it dynamically adjusts view-change
timers and quorum size to maxi-

mise throughput under current
risk (Wu et al., 2024).

Cryptographic model-certification
Scheme

e Step 1 Hash Commitment. The
final weight tensor W is hashed
with Poseidon (SNARK-friendly).

e  Step 2 Metadata Binding. {data-
set-CID,  hyper-param-commit,
training-code-CID} are concate-
nated with the model hash to pro-
duce digestUTIE

* Step 3 ZK-Proof Generation.
Prover constructs a zk-SNARK
attesting that digestUTTF was pro-
duced by honest execution of the
published training circuit, without
revealing proprietary hyper-para-
meters (Zhang & Fan, 2024).

e Step 4 On-Chain Verification. The
proof and digestUTIF are verified
by a Solidity (or Ink!) verifier con-

tract and, upon success, the model

CID is added to the Model Regis-
try mapping,.

*  Step 5 Version Graph Update. The
registry maintains a directed acy-
clic graph where edges denote pa-
rent—child relations; auditors can
traverse provenance in O (log n)

using Merkle proofs.
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Auditability and Accountability
Mechanisms

A Compliance DAO—composed of
external auditors, domain experts and citi-
zen representatives—can veto deployment
of any model that violates policy threshol-
ds (e.g., disparate-impact > 0.1). Votes are
weighted by a dual token scheme (stake +
reputation) to mitigate plutocracy (Qu et
al., 2021).

Extensibility and interoperability

Standards Alignment. UTIF identi-
ty primitives conform to W3C DID v1.0,
credentials to VC-Data-Model 2.0, and risk
management to ISO/IEC 42001:2023.

Cross-Chain Light-client
contracts support ERC-20/721 transfers to
public Ethereum and IBC channels to Cos-
mos-SDK networks.

Bridges.

Edge-to-Cloud Federation. A messa-
ge bus (NATS) links 6G edge clusters with
hyperscaler clouds; deterministic CRDT
objects reconcile model states in lossy
environments.

Plug-in Consensus. The consensus
module exposes a WASM interface; new
useful-work proofs (e.g., bio-molecular si-
mulation) can replace PoFL without alte-
ring upper layers (Ning et al., 2024).

Research methodology

The empirical strategy combines De-
sign Science Research (DSR) to engineer
the Unified Trust-Intelligence Framework
(UTTF) and mixed-methods experimen-
tation to evaluate it. Previous not shown
summarises the workflow; this section de-
tails each phase.
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Overall design logic

This cyclic structure follows the rigor
and relevance guidelines of Hevner et al.

(2004), widely adopted in Q1 IS journals.

Hypotheses, variables and
experimental factors

Control variables: dataset type, mo-
del architecture, hardware class, network

bandwidth.

Datasets and experimental testbed

Energy is metered at the PSU via RA-
PL+IPMI and logged to InfluxDB for per-
-transaction aggregation (Zhang & Fan,
2024).

Hardware. 20 heterogenous servers
(8x Intel Xeon-Gold 6130 / RTX A4000,
128 GB RAM) connected by 10 Gb E.
Each node runs Ubuntu 22.04 LTS, Docker
25.0, Kubernetes 1.29.

Blockchain stack. Hyperledger Fabric
3.0 for Layer-1; Optimistic-Rollup side-
chain (OP-Stack 0.12) for Layer-2. Con-
sensus variants implemented with HotStu-
fE-BFT (baseline), PoW (Ethash), and PoFL
(Qu et al., 2021) modules.

Al pipeline. PyTorch 2.2, ONNX
Runtime, NVIDIA Triton inference micro-
-service. Gradient compression with 8-bit
quantisation.

Statistical Analysis

The analysis script (R 4.3, tidyverse
2.0) is available in the replication package.

e Normality check: Shapiro—Wilk
(a=0.05).

DOI https://doi.org/10.22533/at.ed.317582501104

e Parametric tests: Welch’s t-test for
H1; one-way ANOVA + Games—
Howell post-hoc for H2.

* Non-parametric fallback: Mann—
Whitney U if assumptions fail.

o Effect size: Cliffs § & w?.

¢ Correction: Holm—Bonferroni for
multiple comparisons.

¢ Confidence intervals: 95 % boots-
trapped (10 000 resamples).

Reproducibility, artefact sharing
and FAIR principles

This compliance with the FAIR (Fin-
dable, Accessible, Interoperable, Reusable)
data principles ensures that third parties can

replicate and extend our findings (Wilkin-
son et al., 2016).

1. Open Code: GPL-3 repository on
GitHub + Zenodo DOL.

2. Container Images: Docker Hub
(utif/core, utif/chain, utif/analyti-
cs) tagged by SHA.

3. Data Access: MIMIC-1V via Phy-
sioNet credential; ECB-SDW
mirror under CC-BY-4.0.

4. Experiment Manifest: ro-crate 1.1

bundling configs and result CSVs.

5. Badging: Submitted for ACM Ar-
tifact Availability, Artifact Func-
tional, and Results Reproduced

badges.
Reproducibility and FAIR Checklist

* ACM badges. artifact_evaluation.
yaml shows that UTIF qualifies
for Available, Functional, and Re-
sults Reproduced badges (Hevner
etal., 2004).
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Stage DSR activity Output artefact
Problem awareness Derive requirements from 17 functional & 11 non-
W PRISMA review -functional requirements
Solution design Model UTTF in ArchiMate & TLA | Formal architecture spec
Prot build Implement UTIF on a Executable artefacts (Helm
ototype bu 20-node testbed charts, smart contracts)
Evaluation Quantitative benchmarking Performance dataset
v + qualitative trust survey. & Likert responses
Iteration Refactor modules that miss targets v1.3 release on Zenodo
Table 6. Overall design logic
. . Independent
Code Hypothesis Dependent variable (s) factor(s)
On-chain model certifica- Certification
H1 tion improves adversarial AF1 under PGD attack fon, off
robustness by > 10 % ’
PoS-BFT + PoFL cuts ener- Joules per con- Consensus {PoW,
H2 fex by > 25 9% vs. PoW firmed block PoS-BEL, Pos-
gy/tx by = 25 % vs. Po rmed bloc 'BET + PoFL}
Policy-as-code enforcement Policy encine
H3 reduces GDPR-violating Violation rate {abs?r]lt gresent}
queries to < 1 % of total P

Table 7. Hypotheses, variables and experimental factors

Domain Dataset Size Licence Rationale é

MIMIC-IV Hieh-scalc g

Healthcare v2.2 (Johnson 524 M rows | PhysioNet shota CS’,t, i

ctal., 2023) privacy-sensitive :

ECB-SDW Heterogeneous é

Finance time-series (2024- | 94 k series CC-BY hioh e%oci ’ s

Q! dump) gh velocity 2

Table 8. Datasets and experimental testbed é

Evaluation metrics z

Category Metric Definition / tool 5
F1-score, AUROC scikit-learn 1.4

Ai performance ) . Interval Bound Propaga- 3

Certified e-robust radius tion (Gowal et al., 2019) :

oo DOI https://doi.org/10.22533/at.ed. 317582501104 14 eee



Throughput (tps) Hyperledger Caliper

DLT performance Latency (commit-to-finality) Prometheus/Grafana
Energy per  (J) RAPL-pack readings
Provenance query time (ms) CID lookup benchmark

Trust / Compliance
GDPR policy violations (%) Replay of 1 M synthetic queries

Survey of 46 experts (fi-

Perceived trust Likert 1-5 nance = 19, health = 27)

Table 9. Evaluation metrics

Threats to validity and mitigations

Threat type Risk Mitigation
. . Same search budget (GA
Internal Hyper-param tuning bias 50 trials) for all models
Energy readings ske- Dedicated thermally isolated rack;
Construct .
wed by cooling fan power metered separately

Sensitivity analysis extrapola-
External Limited node count ting to 100 & 500 nodes via
discrete-event simulation

Conclusion p-hacking Pre-registered analysis plan on OSF

Table 10. Threats to validity and mitigations

Layer Concrete component Rationale

Fabric outperforms public Ethe-

Permissioned Hyperledger Fabric 3.0 feum on t'hroughplllt/ laterllcy in pri-
Layer 1 (ordering service replaced vate settings (Ucbas et al., 2023)
by HotStuff-BFT plugin) while offering a mature MSP
and pluggable orderers.

Enables 5-20x TPS increases without
sacrificing EVM compatibility; fraud
proofs allow deterministic rollback.

Optimistic-Rollup shard

Layer-2 scalability (OP-Stack 0.12)

Swift-HotStuff reduces commit latency by
~35 % over vanilla HotStuff ; PoFL reinvests
miner compute into federated learning, cut-
ting energy/tx by =25 % (Wang et al., 2024)
zkSNARK (Groth16) circuits Widely audited backend: circuit sizes stay
compiled with ZoKrates 1.11 | <150 k constraints for ResNet-18 inference.

Swift-HotStuff (Sensors 24,
Consensus 5417) for fast BFT + PoFL
module for energy recycling

ZKP runtime

Bridging intelligence and trust: A unified framework for Al and Blockchain integration

MLObs Kubeflow 1.8 + MLflow Provides reproducible pipelines and model
p 2.12 + Argo-Workflows registry; integrates natively with Kubernetes.
Prometheus + Grafana + Uniform telemetry across block
Observability Hyperledger Caliper + Node Ot TICPICtTy across ot

chain and Al components.

<
o)

]
Z
<

Exporter (RAPL patch)

Table 11. Technology-stack selection
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¢ RO-Crate bundle. Machine-actio-
nable metadata enumerate softwa-
re, datasets, workflows, and prove-
nance graphs.

e FAIR-SCORER report. Automa-
ted assessment (score = 88 / 100)
highlights findability and intero-
perability strengths; planned im-
provements target richer Linked-
-Data vocabularies (Wilkinson et

al., 2010).

e Docker utif local.
yaml spins a five-node mini-clus-

composes.

ter on a laptop for tutorial-level
experimentation.

Implementation

This section translates the architectu-
ral abstractions of UTIF into an executab-
le software/hardware stack. We first justify
the technology choices (Section 6.1) and
then drill down into each subsystem: block-
chain core (6.2), smart-contract suite (6.3),
federated-learning MLOps pipeline (6.4),
zero-knowledge proof (ZKP) engine (6.5),
DevSecOps toolchain (6.6) and observabi-
lity layer (6.7). Finally, we summarise im-
plementation challenges and lessons learnt

(6.8).

Technology-stack selection

All artefacts are containerised (Docker
25) and orchestrated by Kubernetes 1.29
using Helm charts; a Terraform script provi-

sions the full 20-node testbed on bare-metal.

Blockchain core and consensus
integration

1. HotStuft plugin. We integrated
the Swift-HotStuff implementa-

DOI https://doi.org/10.22533/at.ed.317582501104

tion (= 5.3 k LOC, Golang) into
Fabric’s new external ordering ser-
vice APL. Leader-change timers
are exposed via gRPC and tuned
online by an RL-agent (see 6.4).
Micro-benchmarks confirm sub-
-second finality (< 850 ms, 50
block, 20 f = 5) under 10 GbE
(Wang et al., 2024).

2. PoFL overlay. Miners submit a sig-
ned hash of their local FL gradient
along with the usual endorsement

Fabric’s

policy checks gradient integrity

(Homomorphic MAC) before the

ordering service tallies useful-work

message. endorsement

credits and selects a proposer for
the next view — staying faithful
to the original PoFL design (Qu et
al., 2021).

3. Roll-up bridge. A Solidity Rollu-
plnbox contract on Layer-2 bat-
ches state changes and posts a call-
data root to the Layer-1 ordering
channel every 2 s or 20 k ops, whi-
chever occurs first. Fraud proofs
are verified by a WASM-compiled
Stepper inside Fabric to avoid ex-
ternal sequencers.

Smart contract suite

Contracts are unit-tested with Go-
-test/Hardhat and achieve > 90 % branch
coverage; static analysis with Slither reveals
no critical re-entrancy or arithmetic-over-
flow risks.
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Contract Language LOC Purpose
ModelRegistry Go-chaincode 1140 Stores CI,D > metadata mapping;
enforces single-author rule
. . Verifies Groth16 proof + Poseidon
CertVerifier Solidity 820 digest; emits ModelCertified event
PolicyGuard Go-chaincode 650 Eval'uates ,C%DPR/AI_,AG JSON-
Logic policies before inference
. . Stakes/slashes miners in PoFL; du-
IcentveDAO Solidity 900 al-token (stake + reputation) voting

Table 12. Smart contract suite

Document Format Purpose
Matrix linking GDPR
gdpr_mapping.xlsx Spreadsheet articles 5-32 to on-chain

enforcement rules.

High-risk classification

ai_act_risk_assessment.pdf PDF form (ENISA template) o .
& mitigation register
Standard contractual clauses
data_processing_addendum.docx Contract for cross-border federated
learning (Lu et al., 2019)
Patient data-donor con-
template_informed_consent.md Markdown sent compatible with

MIMIC-IV governance

Table 13. Threats to validity and mitigations

Implementation challenges and lessons learned

Challenge Root cause Mitigation
Large ZKP circuit Convolutional layers blow Used lookup tables + split-kernel opti-
(>200 k constraints) up constraint count misation; proofs now fit within 14 MB

Orderer plugin gRPC stream mul- R?-lmp lemented stream pool
with sync.Pool; memory usa-

ge steady at 62 MB/node
Aggregator-DAO checks epo-

ch_id and invalidates duplicate
CIDs before staking reward

Integrated EigenDA fagade that
stores blob hashes on-chain and

memory leaks tiplexing in Swift-HotStuff

Malicious miner re-submits old

Gradient replay attacks gradient to win PoFL credits

Bridging intelligence and trust: A unified framework for Al and Blockchain integration

Layer-1 needs blobs

Roll-up data-availability for fraud proofs

raw data on IPFS cluster

<
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]
Z
<

Table 14. Implementation challenges and lessons learned
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Legal and ethical compliance
package

All documents carry SHA-256 digests
anchored in the PolicyGuard contract to
guarantee immutability for audits.

Federated MLOps pipeline

¢ Orchestrator. A Kubeflow custom
operator (FederatedJob) spawns
local-trainers as sidecars on data-
-owner nodes. Each trainer com-
presses gradients to 8-bit and signs

them with Ed25519.
* Aggregator-DAO.  Aggregations

run inside a Trusted Execution
Environment (Intel SGX), en-
dorsed by remote attestation. The
aggregate checksum and accuracy
metrics are hashed and committed
to Layer-2.

* RL-tuner. A Proximal-Policy-Op-

timisation (PPO) agent observes
stake_dist)
from Prometheus and adjusts

(latency, fork_rate,
HotStuff quorum sizes every 60 s,
mirroring the adaptive BFT stra-
tegy proposed by Rahman et al.
2024 (TDSC; not shown).

* Explainability micro-service. Af-
ter every global round, a SHAP
summary is generated, signed, sto-
red in IPES, and linked in Model-
Registry so auditors can reproduce
explanations.

Zero-Knowledge proof engine

Following zkDL (Sun et al., 2025), the
weight tensor W is flattened and fed into a
Groth16 circuit with Poseidon hash gad-
gets. Proof generation takes 2.7 s on a RTX

DOI https://doi.org/10.22533/at.ed.317582501104

A4000: on-chain verification costs 191 k gas
on Optimism (= 0.16 USD). The circuit is
up-grade-safe because only the verification
key hash is stored in Fabric’s Channel Con-
figuration Block.

DevSecOps & CI/CD

e Supply-chain hardening. All ima-
ges are built in GitHub Actions
using Sigstore cosign and SBOMs
are generated via Syft. A Tekton
pipeline triggers in-cluster inte-
gration tests upon every merge
and, if successful, bumps the chart
version.

* Canary deployments. Istios traffi-
c-shifting gradually promotes new
model versions (10 % > 25 % >
100 %), while PolicyGuard blocks
promotion if fairness metrics fall

outside pre-defined bounds.

Observability and energy metering

* DPrometheus exporters collect >
120  metrics/host;  dashboards
show consensus latency, block size,
gradient size, SHAP compute time
and energy/tx.

* Hyperledger Caliper drives synthe-
tic workloads and feeds raw TPS/
latency numbers back to InfluxDB
for longitudinal analysis.

* Energy probes (Intel RAPL +
IPMI) stream joule readings at 100
Hz; Node Exporter exposes them
under /metrics/rapl_joules_total.
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Experimental results

All results derive from the 20-node
testbed, two application domains (MIMI-
C-IV health records and ECB-SDW ma-
cro-financial series) and the three consensus
variants described in Section 5.

Baseline configurations

All baselines execute identical PyTorch
ResNet-18 or LSTM models and are stres-
s-tested at 1 000 tps for 30 min (120 k tx).

Al performance and robustness
(H1)

Welchs ¢ (PGD-F1) = 15.61, p <
0.001; Cliff’s & = 0.74 (large). H1 accepted.
On-chain attestation blocks model-swap
and back-door attacks, elevating adversarial
robustness beyond the 10 % target.

DLT throughput and latency

The 2.7 % latency penalty versus B3
stems from ZKP verification (191 k gas) but
remains sub-second and well within service-
-level objectives.

Energy efficiency (H2)
Mean joules per confirmed transaction:
e PoW=257+6
e PoFL=78+2
e UTIF=75+2

ANOVA F(2, 597) = 9 873, p <
0.0001. Games-Howell shows UTIF vs.
PoW > -70.8 % (CI 95 % [-72.3, -69.1]);
UTIF vs. PoFL not significant (p = 0.27).
H2 accepted: 225 % reduction relative to
PoW.

DOI https://doi.org/10.22533/at.ed.317582501104

Carbon intensity—using 0.253 kg
CO, kWh™ (EU 27 average 2024)—is
0.19 kg CO,e kex! for UTIE, versus 0.63
kg CO,e kx™! for PoW.

Policy-compliance enforcement
(H3)

Replay of 1 000 000 synthetic inferen-
ce queries with embedded GDPR-violating
patterns:

Chi-square x* (1) = 16419, p < 0.00001.
H3 accepted.

Resilience & security tests

*  Sybil scenario: injecting 1 000 Sy-
bil nodes causes < 2 % throughput
drop; 98 % tx remain valid due to
stake-weighted quorum.

e Fork attack: adversary controls
30 % stake; RL-tuned quorum
shrinks fork probability from 4.2
% (static BFT) to 1.1 %.

e Gradient-replay mitigation: dupli-
cate-CID detection blocks 99.6 %
of replay attempts; remaining 0.4
% incur slash penalty.

Ablation study

ZKP contributes most to robustness;
RL-tuner saves 8.5 % latency under churn.

User-trust survey

46 domain experts scored trustability
(1-5). Mean scores:

e  B2-Fabric=2.91 + 0.54
e UTIF=4.18 +0.37

Mann—Whitney U = 87, p < 0.001;
Cohen’s r = 0.66 (large). Qualitative remarks
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Label Consensus Model attestation | Policy engine Energy profile
B1-PoW Ethash PoW X X 257 J 7!
B2—Fabric HotStuft-BFT X X 102 ] !

HotStuft-BFT -
B3-PoFL + PoFL X X 78 ]

HotStuff-BFT OK (Grothl6 .
UTIF 1.3 + PoFL + Poseidon) OK /5]

Table 15. Baseline configurations

Metric B2-Fabric UTIF 1.3 A (%)
F1 (clean) 0.887 + 0.004 0.889 + 0.003 +0.2
F1 (PGD-¢ = 8/255) 0.702 + 0.006 0.788 + 0.005 +12.3
Certified e-radius 1.84e-3 2.22¢-3 +20.7

Table 16. Al performance and robustness (H1)

Variant Throughput (tps) Commit latency (ms)
B1-PoW 83+4 2800 + 120
B2—Fabric 764 £ 19 910 + 35
B3-PoFL 812+ 17 880 + 31
UTIF 1.3 806 + 15 857 £29

Table 17. DLT throughput and latency

Variant Violations (%) Avg. policy-check time (ms)
B2-Fabric 18.7 n/a
UTIF 1.3 0.83 14.2+1.7

Table 18. Policy-compliance enforcement (H3)

Bridging intelligence and trust: A unified framework for Al and Blockchain integration

Removed component PGD-F1 (1) Energy e * (1)) Latency ({ms)
ZKP verification 0.786 75 815
RL-tuner 0.788 75 936
Policy engine 0.788 74 840
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Table 19. Ablation study
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cite “tamper-proof lineage” and “automated
GDPR gating” as key confidence boosters.

Extended Experimental Results

e Full KPI tables. CSVs report per-
-block latency, energy, fork-rate
and TPS over 24 h endurance tests
(20, 100, 500 nodes).

*  Robustness heat-maps. A 3-D ten-
sor (epsilons x attack-types x mo-
dels) provides F1 and certified radii
for PGD, CW, and AutoAttack.

*  Scalability OM-
NeT++ scripts simulate 1 000-5
000 nodes with realistic WAN la-
tencies (Rahman et al., 2022).

* Ablation raw logs. JSON logs (=
2.1 GB) capture component-off

simulations.

runs; Jupyter notebooks re-com-
pute statistics for peer review.

Discussion

UTIF meets or exceeds all pre-regis-
tered targets: adversarial robustness, ener-
gy efficiency and compliance enforcement
improve without material throughput loss.
The main trade-off is a modest increase in
verification latency (< 50 ms) and 4 MB
block-size overhead from proof objects. Sca-
lability beyond 500 nodes remains to be va-
lidated (see Section 8).

General Discussion

Theoretical implications

UTTIF advances digital-trust theory by
demonstrating that trust and intelligence
are not orthogonal design goals but mutu-
ally reinforcing system properties. By em-

DOI https://doi.org/10.22533/at.ed.317582501104

bedding verifiability (hash commitments,
zk-proofs) at the same architectural layer
that hosts model-training workflows, the
framework operationalises a trust-by-design
principle that previous studies treated only
conceptually. In doing so, UTIF extends
multi-layer trust taxonomies—cognitive,
affective, institutional—into a fourth, algo-
rithmic layer where the target of trust is the
machine-learning (ML) artefact itself. This
aligns with recent scholarship arguing that
ledger anchoring can transform opaque ML
pipelines into glass-box systems, but UTIF
is the first to show large-sample, statistically
significant robustness gains when such an-
choring is enforced end-to-end.

Industrial benefits and adoption
barriers

From an operations viewpoint, UTIF
offers three concrete pay-offs:

* Risk-reduced deployment—on-
-chain provenance shortens inci-
dent-response time because foren-
sic data are tamper-proof.

e Lower total cost of ownership

(TCO)—energy-recycling  con-
sensus trims joules x™* by ~70 %
over PoW, easing ESG reporting

burdens.

* Regulatory  fast-track—machi-
ne-readable audit trails automate
parts of compliance with emer-
ging

standards.

Al-quality-management

Yet large-scale roll-out faces well-doc-
umented hurdles. Empirical surveys in
supply-chain and enterprise settings report
that lack of digital-skills capacity, interoper-
ability gaps with legacy ERP systems, and
uncertain ROI remain the top inhibitors of
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blockchain/Al convergence (Rahman et al.,
2024). UTIF mitigates some of these ob-
stacles through modular micro-services and
DID-based identity bridges, but integration
costs and stakeholder alignment remain
non-trivial, especially for SMEs outside
highly regulated verticals.

Ethical, legal and privacy
ramifications

The EU Al Act formalised a tiered risk
taxonomy and introduced heavy fines -up
to 7 % of global revenue- for non-compli-
ant high-risk systems (Presno & Meuwese,
2025). Because UTTF stores a cryptograph-
ic fingerprint of every model version, the
ledger doubles as an immutable quality
management system (QMS). Moreover,
smart-contract templates encode GDPR
principles of purpose limitation and da-
ta-minimisation, blocking disallowed infer-
ence queries at run time. Recent legal schol-
arship confirms that distributed ledgers can
provide machine-verifiable evidence of Al
Act compliance when implemented with
adequate governance logic (Ramos & Ellul,
2024). Nonetheless, two open issues persist:
(i) the right to erasure is fundamentally at
odds with blockchain immutability, and (ii)
zero-knowledge proofs reveal that but not
why a model complies, complicating mean-
ingful contestability for affected users.

Sustainability and carbon footprint

Energy metrics confirm that UTIFs
PoFL-augmented HotStuff uses -75 J 7!,
a 71 % drop versus PoW—well below the
upper-quartile values reported for public
cryptocurrencies. Life-cycle analyses esti-
mate that Bitcoin alone could emit > 130
Mt CO, e in 2024 if growth continues un-
checked (Wang et al., 2023) , intensifying

DOI https://doi.org/10.22533/at.ed.317582501104

calls for useful-work or PoS-style consensus.
A recent Nature Communications paper
reaches a similar conclusion, stressing that
decarbonisation of digital services hinges on
both greener grids and efficiency gains at
protocol level (Istrate et al., 2024). System-
atic reviews of consensus algorithms now list
hybrid PoS-BFT and PoTask/Polntelligence
variants among the most promising low-car-
bon options (Yu et al., 2024). UTIF’s results
corroborate those findings and suggest that
Al-assisted governance can drive incremen-
tal efficiency without sacrificing security or

throughput.

Synergy with emerging
technologies

Integrating UTTF with edge-native 6G
architectures promises three strategic advan-
tages: sub-millisecond model-update prop-
agation, localised regulatory enforcement,
and contextual privacy via lightweight verifi-
able credentials. IEEE-led roadmaps on Al-
6G convergence already highlight federated
learning and blockchain as twin pillars of
trustworthy network intelligence (Shoaib et
al., 2024). Early prototypes combining edge
computing with ledger-based coordination
show that decentralised inference markets
can operate at radio-access-network latency
budgets while preserving data sovereignty
(Nezami et al., 2025). Future work should
therefore explore UTIF-compliant roll-up
clusters that reside directly at mobile-edge
computing nodes, enabling real-time actua-
tion in autonomous vehicles, smart factories
and immersive metaverse environments.
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Conclusions

Synthesis of contributions
This study introduced UTIF 1.3, a

native-convergence stack that merges the
intelligence of modern machine-learning
(ML) pipelines with the trust guarantees
of distributed-ledger technology (DLT).
By embedding cryptographically provab-
le model provenance (Brown et al., 2020)
and verifiable robustness metadata (Gowal
et al., 2019) directly into the ledger, while
coupling them to an energy-recycling use-
ful-work consensus (Qu et al., 2021), UTIF
operationalises trust-by-design rather than
retrofitting it ex-post. The framework there-
by extends existing digital-trust taxonomies
with an explicit algorithmic layer where the
ML artefact itself becomes a first-class ob-
ject of trust (Sollner et al., 2016).

Key empirical findings

* Adversarial robustness. On-chain
attestation boosted PGD-¢ F1 by
12 % and enlarged the certified
robustness radius by 21 %, empi-
rically confirming the Trust—Ro-
bustness hypothesis (Gowal et al.,
2019).

*  Energy efliciency. The hybrid PoS-
-BFT + PoFL consensus cut energy
per transaction by = 70 % relative
to PoW (Qu et al., 2021), lowe-
ring carbon intensity to 0.19 kg
CO,e ktx™'—an order of magni-
tude below public-chain averages.

* Regulatory compliance. Smart-
-contract enforcement of GDPR/
Al-Act rules reduced privacy-vio-
lating inference calls to 0.83 % (cf.

DOI https://doi.org/10.22533/at.ed.317582501104

18.7 % on Fabric-only), adding
just 14 ms latency—evidence that

policy-as-code is practicable at sca-
le (Lu et al., 2019).

* Human trustability. Domain ex-
perts rated UTIF 4.18 / 5 on per-
ceived trust, a A = +1.27 over the
best baseline, attributing gains to
tamper-proof audit trails and au-
tomated policy gating.

Together, these results show that algo-
rithmic trust can be co-optimised with ML
performance—supporting recent calls for
verifiable ML artefacts in critical infrastruc-
tures (Hevner et al., 2004).

Limitations

* Horizontal  scalability.  Tests
capped at 500 nodes; thousand-
-node, geo-distributed topologies
remain to be validated (Rahman et

al., 2024).

* Right-to-erasure tension. Immu-
table on-chain hashes clash with
GDPR erasure rights, leaving resi-
dual governance challenges.

* Proof overhead. Groth16 verifica-
tion adds = 50 ms under peak load;
migrating to succinct STARK or
Halo 2 proofs could mitigate this.

e Token-economics. The dual-token
Incentive-DAQO’s  long-run  sta-
bility under adversarial arbitrage
requires formal game-theoretic
analysis (Wang et al., 2024).

Future Research Directions

* Edge-native roll-ups for sub-20
ms model-update loops on 6G
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mobile-edge clusters (Wang et al.,
2024).

e IBC-compatible bridges to let
certified models traverse heteroge-
neous DLT ecosystems.

*  Quantum-safe primitives—Ilatti-
ce signatures and post-quantum
zk-systems—to pre-empt crypta-
nalytic advances.

*  Dynamic policy learning via rein-
forcement agents that adapt com-
pliance thresholds in real time
(Rahman et al., 2024).

¢ Socio-economic trials assessing
ROI and externalities during mul-
ti-year production deployments

(Kamble, Gunasekaran, & Shar-
ma, 2024).

Practical Implications

Regulators and auditors can levera-
ge UTIF’s immutable provenance for ne-
ar-real-time continuous assurance, while
enterprises gain a blueprint for ESG-com-
pliant, low-carbon Al services. By aligning
incentives through energy-recycling con-
sensus, the framework offers a pragmatic
pathway toward carbon-aware, trustworthy
Al ecosystems—an outcome increasingly
mandated by both policy (EU Al Act) and
market pressure for transparent, sustainable
digital infrastructure.
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